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1. OOmmue moJioKeHHs

1.1. Ocnosnaa o00pazoeamenvHaa npo2pamMma 1O CIECLHATBLHOCTH  CPEIHEro
npogeccHoHanpHoro obpasopanus (mamee — OOIl CIIO) paszpaboraHa Ha OCHOBE
benepanbHOTO rocyapCTBEHHOTO 00pazoBaTeLHOrO cTaHJapTa CpeIaHero
npodeccruonansHoro odpasosanus (PI'OC CIIO) no cneumansHoctu 09.02.06 Cemesoe u
cucmemMHoe aOMUHUCMPUPOBAHUE, YTBEPKIECHHOTO NMpHKa3oM MHHHCTEPCTBA 00pa3oBaHus
Hayku oT 9 nmexabps 2016 roga No 1548 (3apeructpupoBaH MMHHUCTEPCTBOM FOCTHULIMH
Poccuiickoit ®enepaunu 26 nexabps 2016 r., perucrpaunonnsiii No 44978) (nanee — ®I'OC
CIIO).

OOIl CIIO ompenensieT peKOMEHAOBaHHbII 00bEM M COACPKAHHUE CPEIHEro
npodeccrHonansHoro obpasosanus 1o cneunansHoctH 09.02.06 Cemesoe u cucmemmoe
aOMUHUCMpPUpoBanue, TUIAHUPYEMbIe pe3yJIbTaThl OCBOEHMs 00pa30BaTEbHOHM MPOrpammbl,
yCJIOBUSL 00pa30BaTEIbHOMN €S TeIbHOCTH.

OOIl CIIO paspaGoraHa Juis peanu3aiu 0Opa3oBaTesbHOM MporpamMMmel Ha 0ase
OCHOBHOro 06miero obpasosanus, ¢ yderom Ttpebosanuit ®I'OC COO u ®I'OC CIIO no
nosrygaemoii crieransHocTd 09.02.06 Cemegoe u cucmemnoe aOMUHUCMpPUpoBanue.

1.2. Hopmamusenoie ocosanusa 0a1a paspadomru QOII:
denepanbubiii 3akoH 0T 29 nekabpst 2012 r. Ne273-®3 «O6 obpasosanuu B Poccuiickoi
denepaunny;
I[Ipukas MunoGpuayku Poccun ot 28 mas 2014 r. Ne 594 «O6 yreepxkncHun [lopsiika
pa3paboTKH MPHUMEPHBIX OCHOBHBIX 00pa30BaTe/IbHbIX IIPOrPaMM, MPOBEACHUS HX IKCIEPTU3bI
U BEJICHHS peecTpa MPUMEPHBIX OCHOBHBIX 00pa30oBaTeIbHBIX IPOrpaMM»;
I[lpuikas Muno6puayku Poccun ot 9 nexabps 2016 roga Ne 1548 «OO6 yrBepxkaeHuu
beneparbHOro rocyJIapCTBEHHOIO o0pa3oBaTe/IbHOrO CTaHIapTa CpeaHero
npodeccoHanbHoro obpasopanusi 1o cnenuanbHocTH 09.02.06 CeteBoe u  cHCTEMHOE
aJMHHHCTPUPOBaHKE  (3aperHCTPUPOBAHHBIH  MMHHCTEPCTBOM  IOCTHIHH  PoccHiCcKoH
®enepaunn 26 nexadbps 2016 r., peructpanroHnelii Ne44978);
IIpuka3 MunoGpuayku Poccun ot 14 uions 2013 r. Ne 464 «OG yrsepxaenuu [lopsaxa
OpraHH3allu¥d M OCYLIECTBIEHHS 00pa30oBaTe/NbHOM AESATEIbHOCTH MO 00pa3oBaTe/IbHBIM
nporpaMmmam CpEeJIHEro npodeccHoHaIbHOIO o0pa3oBaHHUsA» (3aperucTpupoBaH
MunucrepetBoM roctuimn Poceuiickoit @enepaiyn 30 utonst 2013 r., perucTpaunoHHbIn Ne
29200) (manee — ITopsiiok opranu3aiun 00pa3oBaTeIbHON JEATEIbHOCTH),
Ilpuka3 MunoGpuayku Poccuu ot 16 aBrycra 2013 r. Ne 968 «O6 yreepxnaennu [lopsika
NPOBEIEHHS TOCYAApCTBEHHON HTOrOBOH aTrTecTalMu [0 00pa30oBaTe/IbHBIM IPOrpaMMaM
cpenHero npodecCHOHANIBHOrO 00pa3oBaHUsA» (3aperucTpupoBaH MHMHHCTEPCTBOM IOCTHLIMH
Poccuiickoit @eneparn 1 HosOpst 2013 r., peructpaunonuslit Ne 30306 ¢ M3MECHEHHAMH |
nponoaHeHusaMu oT:31 suBaps 2014 r., 17 nos0pa 2017 1.);
IIpukas Muno6puayku Poccun ot 18 anpens 2013 r. Ne 291 «O6 yreepxaenuu [lonoxenns o
NpaKTHKe O00yYarolMXCsl, OCBAMBAIOLIMX OCHOBHBIC MpohecCHOHANBHBIE 00pa3oBaTe/lbHbIC
IIPOrpaMMBI CPEIHETO MPOHECCHOHANTBHOTO 00pa3oBaHus» (3aperucTpupoBad MHHHCTEPCTBOM
foctuiMu  Poccuiickoit ®enepanuu 14 wmrons 2013 r., peructpanuonHbid Ne 28785) ¢
U3MEHEHHAMH U fomnoiaHeHusMu ot 18 asrycra 2016 r.;



— Ilpukas MunucTepeTBa Tpya i CONMAIBHOMN 3aUTHI PoccHiickoii OQenepauuu 0T S OKTAOPS
2015 rona Ne 6841 «O6 yrBepik/eHHH NPODECCHOHAIBHOTO cranzapta 06.026 «Cucremusiii
aAMUHHCTPATOp HHPOPMAUMOHHO-KOMMYHHKALIMOHHBIX CHCTEM, YTBEPIKICHHBIN IpHKa30M
MuHKCTEPCTBAa Tpya M COLMAIBHON 3alUThl PocCHIiCKO Denepauuu (3aperucTpupoBan
MunncrepctBoM roctuniu Poccuiickoii ®enepauuu 19 oktadps 2015 rozga, perucTpaloHHbIH
Ne 39361);

— Meroanyeckine  pekOMeHIAUMH 10 peanu3auMM  (eepalbHBIX  TOCYAAPCTBEHHBIX
00pa3oBaTENbHBIX CTAHIAPTOB CPEIHEro MpodhecCHOHATBLHOTO oGpasopanust no 50 nauGonee
BOCTPEOOBAHHBIM M MEPCIEKTHBHBIM NPodeccHAM M creuHanbHocTaM  ([THCbMO  OT
01.03.2017r. Ne06-174 Muno6puayku Poceun 20.02.2017r. Ne06-156);

— [MpUMEpHAas OCHOBHAs o0OpasoBaTe/lbHas MpOrpamMma  CpeaHero  npoeccHOHAIBHOTO
oOpasoBanus no crnennansHoctu 09.02.06 Cemegoe u cucmemmnoe AOMUHUCMPUPOBAHUE.

1.3. Ilepeuens cokpawenuii, ucnonvsyemoix ¢ mexcme OOII:

®I'OC CIIO — ®enepanbHblii rocy1apeTBEeHHEIH 00pa30BaATENBHBIH CTAHAAPT CPEAHErO
Npo(ecCHOHAILHOTO 00pa3oBaHus;

®I'OC COO — DenepanbHblil roCyapCTBEHHBIH 06pa30BaTeILHEII CTaH/apT CpeIHero
o01ero o6pazoBaHus;

OOII - ocHoBHas o6pa3soBare/bHas MporpamMma

MJIK — MexancUunImHapHbIi Kype

[IM — npodeccuonanbhblii MOIyIb

OK - o011me KoMIeTeHIHH;

IIK — npodeccnonanbhble KOMMNETEHIIMH.

Hurn OI'CI - Obwguu eymanumapnuiii u coyuanoHo-3k0HOMUYECK UL YUK

Luxn EH - Mamemamuyeckuii u 06uutl ecmecmeenHoHay oLl yuki

Luxn OII - Obwenpogpeccuonansvuvrii yurn

Huxn I11] - IIpogpeccuonanvuwiii yurn



2. O0mas XxapaKkTepHCTHKA 0CHOBHOI 00pa30BaTe/IbHOM NPOrpaMMBbI

OOyyeHHe 10 OCHOBHOH 00pa3oBaTeNbHONH MpOrpamMMme OCYIIECTBISIETCS B OYHOIN
bopme oOyuenus.

Peanusauus  ocHoBHOH  00pa3oBaTenbHOH — MPOrpaMMbl  OCYUIECTBISETCS — HA
rocy1apCTBEHHOM si3bike Poccuiickoit Menepanu.

Cpox nosyuenus 06pa3oBaHHs MO OCHOBHOH 00pa3oBaTebHON MpOrpavMme B OUHO
Gopme 0oOyueHHs BHe 3aBUCHMOCTH OT MPUMEHSEMBEIX 00pa30BATENILHBIX TEXHOJIOTHI,
COCTABIISIET:

Ha 0aze OCHOBHOrO obuero odpasoBanus - 3 roaa 10 Mecsiies;

Ha 6aze cpeznHero olulero obpasosanus - 2 roaa 10 Mecsies.

[Ipu o6yueHnn no MHANBUAYATBHOMY Y4eOHOMY IUIaHy CPOK IOJIydeHHs 00pa3oBaHmsl
10 OCHOBHO# 00pa3oBaTeIbHOMN MporpaMmMe BHE 3aBUCHMOCTH OT (hOpMbI 00Y4EHHUS COCTABIIACT
He Ooyee cpoka MOJIyueHHs 00pa3oBaHHUS, YCTAHOBJIEHHOTO /Ul COOTBETCTBYIOUIEH (OPMBI
o0y4enus. IIpu oOydeHnH 1O HHAMBHAYAIBHOMY y4eOHOMY IUIaHy 00y4YarOUIMXCsi HHBAIUIOB
U JIMI ¢ OrPaHMYCHHBIMH BO3MOKHOCTSMH 370POBbsl CPOK IOJY4YEHHS 00pa3oBaHHUsS MOKET
ObITh yBeMH4YEeH He Ooee yeM Ha | To/1 MO CpaBHEHHIO CO CPOKOM TIOJTydeH st 00pa3oBaHus JUisl
COOTBETCTBYIOLIEH POpMBI 00yUCHHUS.

OcHoBHas oOpaszoBaTe/bHas Nporpamma, peajinsyeMas Ha 0a3e OCHOBHOro OOLIEro
obpaszoBanus, paszpabatbiBacTcs KosuiemkeM Ha ocHoBe Tpebosanuit ®I'OC COO ¢ yuerom
npoduIs moaydyaeMoit crennaabHocTH (PekoMeH1auny Mo OpraHu3aluy MoJy4YeHHs CPEIAHEroO
obmero oOpa3oBaHHs B TIIpeJeiax OCBOCHHsS 00pa30BaTe/IbHBIX IMPOrPaMM  CPEAHErO
npodeccHOHANILHOrO o0pa3oBaHus Ha 0a3e OCHOBHOrO OOLIEro 0Opa3oBaHHs C YYETOM
TpeOOBaHHUH (he/IepalbHBIX TOCY1apCTBEHHBIX 00pa30BaTE/IbHBIX CTAHAAPTOB M M0IyYaeMoi
npoecCHH MM  CNELHAIBHOCTH CpeAHero MpodecCHOHaNILHOro 00pa3oBanus (IHCHMO
JiernapTaMeHTa rocyaapCTBEHHON MOJUTHKH B cdepe noAroroBkd pabouux kaapoB u JII10
MunoGpuayku Poccuu ot 17.03.2015 Ne 06-259)) u @I'OC CIIO.

Konnemx paspabareiBaeT OCHOBHYIO 00pa30BaTelIbHYIO MPOrpaMMy B COOTBETCTBHHU C
BbIOpaHHON KBanMUKalMel CrelMalucTa CpeJHero 3BeHa, ykasaHHoi B [lepeune
CIEeUUATBHOCTEH cpeaHero npodeccuoHalbHOro 00pa30BaHMs, YTBEPKIACHHOM MPUKA30M
MunucTepcTa oOpazoBanust 1 Hayku Poccuiickoit ®enepaiuu ot 29 okts6ps 2013 r. Ne 1199
(3apeructprpoBaH MunucTepcTBOM foctuimu Poccuiickoit ®enepaunu 26 nekabps 2013 r.,
peructpaumonHeiii Noe 30861) u ¢ M3MeHEHMSMM, BHECEHHBIMH INpHKa3aMu MHUHHCTEPCTBa
obpasoBanus U Hayku Poccuiickoit @enepaunn ot 14 mas 2014 r. Ne 518 (3apeructpuposan
MununcrepctBom roctunmu Poccuiickoit ®enepaunn 28 mas 2014 r., perucTpauuoHHbii No
32461), ot 18 wnosbps 2015 r. Ne 1350 (3aperucTpupoBaH MHHHCTEPCTBOM FOCTUIIMH
Poccuiickoit @enepanun 3 nexadbpst 2015 r., perucrpauuonssiii Ne 39955) u ot 25 HosOps
2016 r. Ne 1477 (3apeructpupoBan MunucrepctBom roctuuuu Poccuiickoit ®enepauuu 12
nexabps 2016 r., peructparonHblii Ne 44662):

—  Cemesou u cucmemublLil GOMUHUCMPAMOP.

Ob6veM monyueHus cpeaHero mpoheccHOHATBHOrO 00pa3OBaHMS MO CIELHATLHOCTH
09.02.06 Cemegoe u cucmemnoe admunucmpuposanue, peanusyeModl Ha 0ase CpeaHero
oburero obpasosanus: 4 464 akajeMUUYECKHX YaCa;

Ha 0aze OCHOBHOro o0uIero o6pa3oBaHMs C OJHOBPEMEHHBIM IOJIyY4EHHEM CPEIHErO
obuiero oopaszoBanus: 5 940 akajeMHYECKHX Yaca.



3. XapakTepHcTHKA MPOQeccHOHATLHOI TesTe bHOCTH BBINY CKHHKA

3.1. Obracme npogheccuonanvrnoii Oeamenvrocmu evinyckHukog: 06 Cesizb,
ungopmayuontvie U KOMMYHUKAYUOHHble mexHonozuu. Tlpukas MunucrepctBa Tpyaa u
COLHaIBHOM 3aluThl Poceuiickoii Penepaunn ot 29 cenrsiops 2014 r. Ne 6671 "O peectpe
NPOQECCHOHATLHEIX  CTAHAAPTOB  (MEPEYHE BHAOB NPO(ECCHOHAIBHON AEATENBHOCTH)"
(3aperucTpupoBan MHHHCTEpPCTBOM focTHIMK Poccuiickoit ®eneparmu 19 Hos1Ops 2014 r.,
perucTpanuoHHblil No 34779).

5.2, Coomeemcmeue npogeccuonanbHbix Mooynei HpUCEAUBACMbIM

Keéanuuxkayuam (couetanusm kpanupuxammii n.1.11/1.12 ®IOC)

HaumenoBanue
OCHOBHBLIX BHIOB J€SATEJLHOCTH

HanmenoBanue npodeccnonaibHbIX
MoayJaen

Brinonnenne paGoT 1o npoekTHpOBaHHIO
CeTeBOH HHPPACTPYKTYPEI

Bemonnenne paboT o npoekTHpoBaHMIO
ceTeBoi HH(PACTPYKTYpEI

Opranusanus ceTeBoro aAMMHHCTPHPOBAHHS

OpraH H3allks CETCBOr0 aIMMHUCTPUPOBAHHUS

OKcrutyaranusi 00bEKTOB CETEBOI
UH(pacTpyKTypsI

OKcryaranust o0beKTOB CETeBOI
HH(PPACTPYKTYpHI




4. Ilnanupyembie pe3yJibTaTbl 0CBOEHHS 00pa30BATEILHOI MPOrPaMMBbI

4.1. Oouue Komnemenuyuu

=
X o
§ ‘E DUPMYI OBk 3HaHUS, yMeHUs
s KOMIIeTeHIHH
2
OK 01.| BreiGupars ciocoObl | ¥YMeHHsl: pacro3HaBaTh 3a7adyy HW/WiM npobieMy B
pelIeHus 3a1a4 NpoeCCHOHAIBHOM ~ W/MJIM  COLMAIbHOM  KOHTEKCTE:
npodeccHoHaIbHON | aHATM3UPOBATh 3akady H/HIM TNpodsieMy M BBIIECNATH €€
JEeSATENILHOCTH, COCTaBHBIE YaCTH; OIpEAEessTh ITalbl PELICHUS 3alaui,
IIPUMEHHUTEIBHO K BBISIBISITE M 3GQEeKTHBHO  HCKaThb  HH(OpMaIHIo,
Pa3IUYHBIM HEeOOXOIUMYIO JUIS PEIICHUS 3a1a4i M/ U IpoOIeMbl;
KOHTEKCTaM COCTaBMTh IIJIAH JEGHCTBHS; ONpEAEIHTb HEOOXOAHMBbIE
pecypchbl; BIAJeTh aKTyallbHBIMH MeTojaMu palboThl B
npodeccHOHANBHOH W CMEXHBIX cdepax; peaaH30BaTh
COCTABJICHHBIH MJ1aH; OLIEHUBATh Pe3yJIbTAT U MOCJIEACTBUS
CBOMX JEHCTBHM (CaMOCTOSITEIBHO MJIM C  [OMOIIBIO
HACTAaBHHUKA)
3HaHUA: aKTyalbHBIH NPOPECCHOHATBHBIH M COLMATbHbIN
KOHTEKCT, B KOTOPOM IPUXOAUTCS paboTaTb W IKUTh;
OCHOBHBIE UCTOYHUKH MHGOPMAIIMK U PECYPCHI IS PEIICHHS
3a7a4 U npobsemM B Npo¢ecCHOHATLHOM H/HJIH COLHAIBHOM
KOHTEKCTE; QJITOPUTMBI BBIIIOJIHEHUS pabor B
npodeccuoHaNbHONW U CMEKHBIX 00J1acTsIX; METObl PaboThl
B ITpO(ECCHOHATIBLHON U CMEXKHBIX chepax; CTPYKTypy I1aHa
JUIsl pellIeHUs 3a/1a4; MOPSI0K OLEHKH pe3yJIbTaTOB PEIICHHS
3a/1a4 1po(eCcCHOHAIBHON AEATEIbHOCTH
OK 02. | OcyluecTBisITh NOUCK, | YMeHHsI: ONpelessaTh 3aJaud Ul MOUCKa MH(pOpMaLUU;
aHaJu3 u onpeneniaTh  HeoOXOAMMble  MCTOYHHKM  MH(OpMaInu;
HHTEPIIPETALIHIO MJIAHUPOBATH nporecc IIOUCKa; CTPYKTYPHPOBaTh
nH(oOpManuy, 1oJly4aeMyro MHGOpMaLuUIO; BbLAESITh Hauboiee 3HaUMMOe
HEOOXOIUMOi 1115 B rnepeyHe MH(OpMALMHU; OLIEHMBATh  MPAKTHUYECKYIO
BBIIIOJIHEHUS 3a/1a4 3HAYUMOCTh PE3YJIbTATOB MOUCKA; O(GOPMIISITH pe3ybTaThl
npodeccuoHabHONW | OMCKa
JeSITeTbHOCTH 3HaHusA: HOMEHKJIAaTypa HH(OPMALUUOHHBIX HCTOYHHKOB,
NPUMEHSIEMBIX B NPO(ECCHOHAIBHOM  JESTEIBHOCTH,
MpUeMbl  CTPYKTypupoBaHuss  uHopmauuu;  ¢opmar
o(opMIIEHHS pe3y IbTATOB MOKUCKA HHPOPMAIHH
OK 03. [Inanuposath u YMenns: onpeaensiTh akTyallbHOCTh HOPMAaTHBHO-ITPABOBOM

pEaTM30BBIBATH
coOCTBEHHOE

npodeccuoHAIBHOE U

JTHYHOCTHOE Pa3BUTHE

JOKYMEHTAllMM B MPO(MECCHOHATBHOW  JIeATETBHOCTH;
IIPUMEHATh COBPEMEHHYIO HAy4yHYIO NPO(ECCHOHATIBHYIO
TEPMHUHOJIOTHIO; OINpEJIeNIATh W BHICTPAWBATh TPAEKTOPHUH
NpoeCCHOHAIBHOTO Pa3BHTHA M caM00Opa3oBaHHUs




3HanuA: colepKaHHE aKTyallbHOM HOPMAaTHBHO-NPABOBOIA
JOKYMEHTAIHH; COBpEMEHHas HayuyHas U MpodecCHOHaIbHas
TCPMHUHOJIOIHA, BO3MOXHBIC TPpacKTOpPHH
npo(ecCHOHANLHOTO Pa3sBUTHs U caM000pa3oBaHHs

OK 04. PaGotatsb B YMenusi: opraHu3oBbIBaTh paboTy KOJUIEKTHBA W KOMaH/Ib;
KOJIJIEKTHBE U B3aHMOJICHCTBOBATL € KOJIIETAMH,  PYKOBOJCTBOM,
KoMaHe, 9QOEKTUBHO | KIMEHTaMHM B X0Ji€ MPOheCCHOHANILHOMN 1eSTeIbHOCTH
B3aUMOJICHCTBOBATD C
—— 3HAaHUSI:  TCHUXOJIOTMYECKHE  OCHOBBI  JEATEILHOCTH
’ KOJUICKTHBA, IICHXOJIOTHYECKHE OCODEHHOCTH JIMYHOCTH;
PYKOBOJICTBOM, ”
OCHOBBI ITPOEKTHOM JIEATETEHOCTH
KJIHEHTAMHU
OK 05 | OcymecTBaaTh YCTHYIO | YMEHHsI: TPaMOTHO H37araTh CBOH MBICAH M O(MOPMIISTH
1 MHCBMEHHYIO JOKYMEHTBl N0  NpO(ecCHOHATBHOW  TeMaTHKE  Ha
KOMMYHHKAIHIO HA | FOCY/1apCTBEHHOM  f3bIKE, [POSBIATH TOJEPAHTHOCTb B
roCyZapCTBEHHOM paboyeM KOJIJICKTUBE
A3BIKE C YUYETOM
u 3nanus: 0COOCHHOCTH COUMAIBHOTO M KYJIBTYPHOIO
ocobeHHocTe
KOHTEKCTa;  npaBuia  OQOPMJICHHS  JIOKYMEHTOB U
COIIHAJILHOI'O U e
IIOCTPOEHHUS YCTHBIX COOOLICHHUH.
KyJTBTYPHOTO
KOHTEKCTa
OK 06. [TposiBsTh YMeHus: OnuchbBaTh 3HaUMMOCTb CBOEH CIEIMaIbHOCTH
rpakJIaHCKO-
NaTPUOTHYECKYIO
MO3HLIHIO,
JE€MOHCTPUPOBATh
OCO3HAHHOE MOBEJCHHE | 3HAHHUSA: CYIIHOCTh IPAKAAHCKO-TIATPHOTHYECKON MO3MIINH,
Ha OCHOBE o01Ie4e0BeYeCKUX LIECHHOCTEH; 3HAYUMOCTb
TPaJIUILIHOHHBIX npo(heCCHOHAILHOMN JEeSITeIbHOCTH CIIEIHATBHOCTH
00111eYeIOBEYECKUX
LEHHOCTEH
OK 07. ConeticTBoBaTh Ymenns: co0nro1aTb HOPMBI 3KOJIOTHYECKOM 6e30MacHOCTH
COXpaHEHHIO ONpEJC/IATL HAINpaB/ICHHS pecypcocOepeKeHusi B pamKax
OKpYy’Karollel cpe/ipl, | npopecCHOHaIbHON JeSTEIIbHOCTH
pecypcocOepeKeHHIO, -
bdeKTHBHO 3HanusA: 1paBuUia  JKOJIOTMYECKOW Oe30MacHOCTH  IpH
. BEJICHHH npocbecucuorianbﬂon ACATE/BHOCTH]  OCHOBHbIC
o bl B B I1 CHOHAJIBHOH
YPE3BBIYANHBIX pecypchl, 3aJieiCT 6()BaHHble p%(pecc OHAJILHO
CHTYAIHAX NeATEeNIbHOCTH; yTH obecreueHus pecypcocOepeKeHust
OK 08. Hcnonw3oBarts YMennsi: HCIojb30BaTh (GHU3KYJIbTYPHO-0310POBUTEBLHYIO

cpeacTtBa GU3MYECKOit
KYJIBTYPBI 151
COXPaHEHHS U
YKPEIUIEHHUs 3/I0POBbsI
B IIpolecce
npodeccuoHanbHOI
JEATEIIBHOCTH H
MO/UIepKaHus
HEOOXO0IMMOr0 YPOBHSI
busnueckoi
MOArOTOBJICHHOCTH

ACATCIIBHOCTE Il YKPEIJICHUA 310POBbS, JAOCTHIKCHHS

KM3HEHHBIX M NPOMECCHOHAIBHBIX LeJIeH; MNPUMEHSThH
pallMOHAJIBHBIE  IPHEMBbl  JABHUraTelbHbIX  (QYHKIHH B
npodeccHoHaNbHOM NeSITeIbHOCTH; M0JIb30BATHCS
CpeacTBaMH npoQHIaKTHKH NepeHanpsiKeHUs

XapaKTEePHBIMH JJIst JIAHHOM CHeUaIbHOCTH

3nanns: posnp (GU3HYECKOH KyJIBTYphI B OOLICKYJIBTYPHOM,
Npo(ecCHOHATLHOM W COLMATLHOM pa3BUTHH YEJIOBEKA:

OCHOBBI 3JI0pPOBOTrO o0pasa KHU3HHU; YCJIOBHS
npoecCHOHAILHON ~ JeSATeTbHOCTH M 30HBI  pHCKa
¢u3Mueckoro 310poBbsS IS CIELHAIBHOCTH; CPE/ICTBA

npodmnaxmxn [ICPCHAITPAXKCHHU S




OK 09.

Wcnonb3oBath
HH(POPMALHOHHBIE
TEXHOJIOTHH B
1podecCHOHAIBHOIH
JIeATeILHOCTH

YMeHusi:  NpUMEHSTH  CpeiacTBA  MH(OPMAIMOHHBIX
TEXHOJOTHH JUld pelICHHA NpOo(eCcCHOHANBHBIX —3ajau;
HCIIOJIE30BAaTh COBPpEMEHHOE NPOrpaMMHOE obecrieuenue

3HaHHAA:  COBPEMEHHBIE  CpEICTBA W YCTpPOHCTBa
HHpOPMATH3ALHH; MTOPAAOK HX MPHMEHEHHS H NPOrpaMMHOe
obecrieyeHue B rpodecCUOHAIBLHOM JIeSTeTbHOCTH

OK 10.

[Tonb3oBarbes
npodeccHoHaILHOH
JIOKyMEHTaluel Ha
rOCYJIapCTBCHHOM H

HHOCTPAHHOM SI3BbIKaX

YMeHus: NoHUMaTh OOLIMH CMBIC] YETKO MPOM3HECEHHDIX
BBICKA3bIBAHUH Ha H3BECTHEHIE TeMBI (IpodeccHOHaIbHbIE
OBITOBEIE), MIOHUMAaTh TEKCTBI Ha 6a3oBble
npodecCHOHANBHBIC TEMBl; y4YyacTBOBATH B JMaloOrax Ha
3HAKOMBbIEe 00IIHe ¥ NpodeccHOHATbHBIE TEMbl; CTPOMUTH
IpoCThIe  BBbICKa3blBaHUsA O cebe M O  CBOeH
npodecCHOHANBHOM JesITeTbHOCTH; KPaTKO 000CHOBBIBAThH U
OOBSACHUTH CBOM JCHCTBHS (TEKyllME H ILIAHUPYEMBIC),
nHcaTh TPOCTBIE CBA3HBIE COOOIUEHHMA HA 3HAKOMBIC HIIH
MHTepecyouHe npodeccHOHAIbHBIE TEMEI

3HaHuWs: TNpaBWia [OCTPOCHHS TMPOCTBIX M CJIOKHBIX
npennome}mﬁ Ha ﬂpoq)ECCI/lOHaﬂbele TEMBI, OCHOBHBLIC
olueynotTpeOuTe/IbHbIE J1aroJibl (ObITOBasN 1
npodeccHoHalIbHasl JIEKCHKA); JIGKCHUECKHH MHHHMYM,
OTHOCSIIMHCS K ONHCAHMIO MPEIMETOB, CpEACTB U
MPOIECCOB MPOhECCHOHANBHON NesITeIbHOCTH; 0COOEHHOCTH
IIPOU3HOLLEHUS; npaBuia YTEHUS TEKCTOB
npodecCHOHAILHON HANPaBIEHHOCTH

OK 11

[InanupoBathb
IpeAIPUHAMATEIBCKYIO
JESITENBHOCTD B
npogecCHOHATBHOM

chepe

¥Ymenusi:  BbUIBISTH  JIOCTOMHCTBA M HEIOCTATKH
KOMMEpUECKOH HJAEH; IPe3eHTOBATh HUAEH  OTKPLITHS
COOCTBEHHOTr0 Jena B MpO(EeCcCHOHAIBHOH JEATEIbHOCTH,
odhopmisAsTh OGHU3HEC-IIIAH; PACCUHTHIBATE Pa3Mephl BBIILIAT
[0 TPOLEHTHBIM CTaBKaM KpPEJAMTOBAHHS; ONpPEIEIIATh
MHBECTULMOHHYIO TPHBJICKATEIbHOCTh KOMMEPUECKHX HJICH
B paMKax NMpopecCUOHAIBHON JeATEIbHOCTH; MPE3CHTOBATh
OGu3HeC-HJIeI0; ONpesIeNIsTh MCTOYHUKH (HHAHCHPOBAHHUS

3HaHue: OCHOBBI TNPEANPHHUMATENBCKOH IeATeIbHOCTH:
OCHOBbI ()HHAHCOBOW T'pPaMOTHOCTH; MpaBWila pa3padOTKH
OM3HEC-TUIAHOB; IOPSIOK  BBICTPAWBAHMS  I[PE3CHTALIMH;
KpeauTHBIE GAHKOBCKHE TPOYKThI




4.2. Ilpocheccuonanvhvie Komnemenyuu

OcHOBHBIE BHDI

Koa u popmynnposka

ITokasaTein 0CBOCHHSI KOMIETEHIHH

ACATCIABHOCTH KOMIICTCHLHH
Brinosnnenne [IK 1.1. IIpakTnueckuii onbIT:
pabor mo Boimosnnare [IpoexTHpOBaTh apXUTEKTYPY JIOKAIBHON CETH B
TNIPOEKTHPOBAHUIO NPOEKTHPOBAHHE COOTBETCTBHH C MOCTABJICHHOI 3a1a4eii.
CETEBOH kaOenbHOH cTpyKTyphl | Mcnmonb3oBaTe  creuaibHOE — IIPOrpaMMHOE
UHQPACTPYKTYphl | KOMIIBLIOTEPHOI ceTH | obecneueHue JUIS MOJIC/THPOBAHHS,
IPOEKTHPOBAHHS " TECTHPOBAHHs

KOMITBIOTEPHBIX CETEH.

OrcnexuBaTh MaKeTbl B CETH M HACTpaMBaThb
IIPOrpaMMHO-aINapaTHbIE MEKCETEBbIC SKPAHBI.
HacTpanBare KOMMYyTalLMIO B KOPIIOPaTHBHOM
CETH.

HactpauBare azpecaunio B ceTh Ha 0Oase
texHosoruit VLSM, NeAT u PAT.

Hactpaupatb IIPOTOKOJIbI JIMHAMHYECKOM
MapuUIpyTH3aIHH.

OnpenensaTb BIAMSHUS MPUIOKEHUH Ha MPOEKT
CEeTH.

AHaJIM3UPOBaTh, IPOEKTUPOBATh M HACTpaUBaTh
CXEMBI IIOTOKOB Tpa)uKa B KOMIBIOTEPHOI! CETH.

Ymenus:

[TpoekTHpOBaTh JIOKATBHYIO CETh.

BrIOGupark ceTeBble TOMOIOTHH.

PaccunThiBaTh OCHOBHBIE rnapaMeTphbl JIOKAJILHOM
CCTH.

[TpyuMeHATh aIrOpuTMbl I[OMCKA KpaTyauliero
IyTH.

[InanupoBath CTPYKTypy C€TH C MOMOIIBIO
rpada ¢ onTUMaIbHBIM PACIOIOKEHHEM Y3JI0B.
Mcnonb3oBaTh  MareMaTHUecKWil  ammapat
Teopuu rpados.

HacrpauBare crex mnportokonoB TCP/IP wu

MCII0JIb30BaTh BCTPOEHHBIE YTUITUTBI
Ol'IepaHHOHHOﬁ CHCTCMDbI JJIs51 JHArHoCTHKH
paboTOCIIOCOOHOCTH CETH.

3nanus:

OO611e NpUHIKUIBI TOCTPOCHHUS CETEeH.

CereBbl€ TOMOJIOTHH.

Mmuorocnoiinyio moaens OSI.

TpeGoBaHus K KOMIIBIOTEPHBIM CETSIM.
ApPXHUTEKTYpy POTOKOJIOB.

CranlapTu3anuio cetei.

Dranbl MPOEKTHPOBAHUS CEeTEeBOi
HH(PACTPYKTYPBI.

DIEMEHThI TEOPUH MACCOBOI0 00CITyKUBAHHUSI.
OcHOBHBIE MOHATHS TEOPUH rpadoB.
AJTOPUTMBI [IOMCKA KpaT4Yai1lIero myTu.
OchoBHbIC IpO0JIEMbI CHHTE3a rpa)oB arax.
Cucremsl TOMOJOTHYECKOro aHaim3a
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3ALIMIIEHHOCTH KOMIIBIOTEPHOM CETH.

OCHOBBI NPOEKTHPOBAHHUS JIOKAIBHBIX CETEH,
6CCHpOBOIleIC JIOKAJIbHbIE CE€TH.

CraHapTsl Kabenen, OCHOBHbIE BHU/IbI
KOMMYHHKAIIMOHHBIX  YCTPOWCTB,  TEPMHUHBI,
MOHATHs, CTAHJAPTBl M THUIIOBBIE 3JIEMEHTBI
CTPYKTYPHPOBAHHOM  KaOEJIIbHOM  CHUCTEMBI:
MOHTaK, TECTHPOBAHHE.

CpezncTsa TeCTHPOBAHHSA U aHAIH3A.

Bazogkie IIPOTOKOJIBI U TEXHOJIOI'HH JIOKAJILHBIX
CCTCH.

IK 1.2.
Ocy1iecTBisTL BEIGOP
TEXHOJIOTHH,
HHCTPYMEHTAJIbHBIX
CPE/ICTB U CPEICTB
BBIYUCIIUTEILHON
TEXHUKHU [1PH
OpraHu3aluu npoiiecca
pa3paboTKH U
UCCIICI0BAHUS
00BEKTOB
npo¢ecCHOHAIBHON
J1esITe/IbHOCTH

IIpakTHYecknii onbIT:

VYcranaBnuBaTh M HAcTpawBaTh  CETEBbIC
MPOTOKOJBI M CETeBOE 00OpYIOBAaHHWE B
COOTBETCTBHH C KOHKPETHOM 3a/1auen.
Beibupare  TE€XHOMOrMH, HMHCTPYMEHTA/IbHbBIC
cpeacTsa [pu OpraHu3anuu nporecca
HCCIIEI0BAHUS 00BEKTOB CETEBOM
UHPPACTPYKTYPBHI.

YcTaHaBIMBATH 7 OGHOBJISATH ceTeBoe
nporpaMMHoOe 00ecreYeHHE.

OcyiiecTBIATh MOHHUTOPHUHT
IPOU3BOAUTEIIBHOCTH cepsepa H
IIPOTOKOJUPOBAHUS CHUCTEMHBIX M  CETEBBIX
COOBITHH,.

Hcnonp3oBaTh  cnenuanbHOE — MPOrpaMMHOE
obecnieyeHune JUTs MOJICJIMPOBAaHMSI,
IIPOEKTHPOBAHUS " TECTHPOBAHHS
KOMIIBIOTEPHBIX CETEH.

Co3naBath W HacTpanBaTh OJIHOPAHTOBYIO CETh,
KOMIBIOTEPHYIO ceTb ¢ ITOMOLIBIO
MapLupyTu3aTopa, O€CIpoOBO/IHYIO CETh.
Co3naBath MOACETH M HacTpauBaTh OOMEH
JaHHBIMM.

YcTaHaBiMBaTh M HacTpauBaTb  CETEBBIC
YCTPONCTBA: CETEBbIE IUIATHI, MAPLIPYTH3ATOPEI,
KOMMYTATOPbI U Jp.

Wcnonp3oBaTh  OCHOBHBIE — KOMAHJbI  JUIS
IPOBEPKH IOAKIIOYEHUS] K HWHOOPMALIMOHHO-
TEIEKOMMYHHUKAMOHHON  cetd  "HMuTepner"”,
OTCJIE)KMBATh CETEBBbIE IAKeThl, napamerpsl [P-
aZpecauu.

BRINONHATE MOMCK M ycTpaHeHHe MpobiieM B
KOMIIBIOTEPHBIX CETSX.

OtcnexuBaTh NMakeThl B CETH M HACTPaWBaTh
IpOrpaMMHO-aINapaTHbIE MEKCETEBbIE JKPaHBbI.
HacrtpauBaTh KOMMYTalMIO B KOpPIOPaTHBHOM
CETH.

HactpauBath azpecaunio B ceth Ha 0Oase
TexHosioruid VLSM, NeAT u PAT.

Hactpansatb MTPOTOKOJIBI JHHAMHYCCKOM
MapLIPyTH3aLHH.
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Co3zapatb H HaCTpanBaThb KaHaJIbl

KOpIOpaTUBHON ceTH Ha 0a3e TexHosoruii PPP
(PAP, CHAP).

Ymenus:

BriOuparh ceTeBbIe TOMOJIOTHH.

PaccunTteiBaTh OCHOBHBIE TAPAMETPhI JIOKAJIBHOM
CeTH.

[IpMMeHSTh aIrOpUTMBI TOMCKA KpaTuaifliero
IyTH.

[InaHupoBaTL CTPYKTYpPY CeTH ¢ IOMOIUKIO
rpada ¢ ONTHMAaIBLHBIM PACIIOIOKEHHEM Y3JI0B.
Hcnons3oBath MaTeMaTHYeCKHi anmnapar
TeopHu rpados.

HactpanBate ctex mnporokosos TCP/IP w
MCIIOJIh30BATh BCTPOEHHbBIE YTHIIUTEI
ONEPALlMOHHOM CHUCTEMbl /Il JIHarHOCTHKH
paboTOCIIOCOOHOCTH CETH.

HcnonbzoBath MHOTO(GYHKIIMOHAIIBHBIE
npudopsI H IPOrpaMMHBbIE CpeicTBa
MOHHUTOPHHTA.

Hcnonb3oBath NpOrpaMMHO-anmnapaTHble
CpEJICTBA TEXHUUYECKOTO KOHTPOJIS.

3nanns:

OO01Me NPUHIUIIBI [IOCTPOCHHUS CETEH.

CeTeBbie TOIMOJIOTHH.

Msuorocnoiinyto mozens OSI.

TpebGoBaHus K KOMITBIOTEPHBIM CETSIM.
ApPXHUTEKTYpYy MPOTOKOJIOB.

CraHaapTu3anuio ceTei.

DTarnsl IIPOEKTHPOBAHUS CETEBOMH
MHPPaCTPyKTYpBHl.

DJIEeMEHTBI TEOPHH MAcCOBOro 00C/Y)KHBAHHS,
OCHOBHBIE IOHATUS TEOPUH I'PadoB.

OcHoBHBIE TPOOIEMbI CHHTE3a rpadoB aTak.
CucreMsl TOIOJIOTHYECKOTO aHaJIn3a
3alIMIIEHHOCTH KOMITBIOTEPHOM CETH.
ApxuTekTypy ckaHepa 6e30I1aCHOCTH.
[IpyHIMOBI  TOCTPOEHHS]  BBICOKOCKOPOCTHBIX
JIOKQJILHBIX CETEH.

[1IK 1.3.
ObecneunBath 3aLuTy
MH(pOPMALIHHU B CETH C

HCII0/Ib30BaHHEM
MPOrpaMMHO-
annapaTHbIX CPeJICTB

IIpakTHyeckuii onbIT:

OGecrieunBaTh LEIOCTHOCT PE3EPBUPOBAHHS
UHpOpMaLHH.

O6ecneunBath  Oe3omacHOe  XpaHEHHE W
nepeladyy uHpopMauuu B rIOOQIBHBIX W
JIOKAJIbHBIX CETSIX.

Co3naBaTh W HacTpaMBaTh OJHOPAHTOBYIO CETh,
KOMIIBIOTEPHYIO CeTh c MTOMOLIIBIO
MaplpyTH3aTopa, 6ecrpoBOJAHYIO CETh.
Hcnmonb30BaTh  OCHOBHBIE  KOMAaHIBI  JUIs
MPOBEPKH MMOJKIIOUEHUs K HWH(OPMAILHOHHO-
TEJICKOMMYHUKAUMOHHOH  cetd  "HMurepner",
OTCJIO)KMBATh CETEBBIE MAKEThI, napamerpsl IP-

12



ajipecaly.

BbINoMHATE MOMCK W yCTpaHeHHe 1podiieM B
KOMITBIOTEPHBIX CETSIX.

OTcnexuBaTh MAaKeThl B CETH W HACTPAaMBATh
IIPOrpaMMHO-aNapaTHbIE MEKCETEBbIC SIKPAHBI.

Co3naBarb H HACTpPauBaTh KaHaJIbI
KOPIOpPaTHBHOH ceTH Ha Oase TexHousoruit PPP
(PAP, CHAP).

HacTtpauBath MexaHu3Mbl GuibTpauuu Tpaduka
Ha 6aze criuckoB KOHTPOJs gocryna (ACL).
Ycrpauste  npo0sieMbl  KOMMYTAllMH, CBS3H,
MapuipyTu3auuu 1 konurypaunn WANe,
@uibTpoBaTh, KOHTPOJIUPOBATE U 0OECIIEYUBATH
0e3onacHOCTb ceTeBOro Tpaduka.

OnpenensTh BIMSHUE NPUIOKEHHH HA MPOEKT
CETH.

Ymenus:
HactpauBate crex nporokosoB TCP/IP u
MCII0J1b30BaTh BCTPOCHHbIE YTHIIUTbI

OTIEPAallMOHHON CHUCTEMBI JUIS  JIHAlHOCTHUKH
paboTOCIIOCOOHOCTH CETH.

UcnonszoBath IIpOrpaMMHO-aInapaTHbIe
CpeJICTBAa TEXHUYECKOTO KOHTPOJISL.
3Hanus:

TpeGoBaHus K KOMIBIOTEPHBIM CETSM.
TpebGoBanus k ceteBoi 6€30MacCHOCTH.
DJleMeHTBI TEOPHH MacCOBOr0 00CITy)KUBAHHUS.
OcHOBHBIE MOHATHS TEOPUH IpadoB.

OcHoBHbIe npoOieMBbl CHHTe3a rpadoB arTak.
Cucremsl TOIOJIOTHYECKOTO aHanu3a
3aILUILECHHOCTH KOMIIBIOTEPHOM CETH.
ApXHUTEKTYpY cKaHepa 6e30MacHOCTH.

[IK 1.4.
[IpunuMmath yuactue B
MIPUEMO-C/IaTOYHBIX
UCIIBITAHHUSIX
KOMITBIOTEPHBIX ceteu
U CETEBOIrO
000pya0OBaHUSs
Pa3JIMYHOr0 YPOBHS U B
OLIEHKE KauyecTBa U
9KOHOMHYECCKOM
3} deKTuBHOCTH
CETEBOM TOIOJIOTHH

IIpakTnyeckuii onbIT:

MOHUTOPHUHI TIPOM3BOAMTENILHOCTH CepBepa H
INPOTOKOJIMPOBAHHUS  CHUCTEMHBIX U  CETEBbIX
COOBITHH.

Ucnons3orarts CrieruajgabHOe InporpaMMHOe
obecnieuenue JUIs MOJIC/TMPOBAHUS,
IIPOEKTUPOBAHMS U TECTUPOBAHUS
KOMIIBIOTEPHBIX CETEH.

Co3naBaTh U HACTpauWBaTh OJHOPAHTOBYIO CETh,
KOMIIBIOTEPHYIO CeThb (¢ ITOMOUIBIO
MapLIpyTH3aTopa, 0ECIIPOBOJHYIO CETh.
Co3naBaTh MOJACETH M HAcTpauBaTh OOMeEH
JIaHHbIMH;

BeINoHATE MOMCK M yCTpaHEHHE MpoldiieM B
KOMITBIOTEPHBIX CETSX.

AHaM3UpoBaTh CXEMbl IIOTOKOB Tpaduka B
KOMIIbIOTEPHOM CETH.

OHeHHBaTL Ka4dyeCTBO )51 COOTBETCTBHEC
Tpe6OBaHHﬂM HpOCKTa CCTH.
Ymenus:




Yurarsb TEXHHUYECKYIO 5 MPOEKTHYIO
JIOKYMEHTALMIO 110 OpPraHH3allii CerMeHTOB
CCTH.

KourponupoaTsb COOTBETCTBUE
pa3pa6aTbIBaeMoro IMpOCKTa HOpMaTHBHO-
TEXHHYCCKOM AJOKYMCHTAIIHH.

HacrpauBate crek mportokonoB TCP/IP wu
HCII0JIb30BATh BCTPOCHHBIE YTUJIUTBI
OIEPAaLlUOHHON CHCTEMBI JJIS  JMArHOCTHKH
paboTOCIOCOOHOCTH CETH.

Hcnons3osath MHOTO(YHKIHOHAJIbHbIC
npubopel " porpaMMHbIe CpeacTBa
MOHHTOPHHIA.

Hcnoaw3osare [IPOrpaMMHO-aINapaTHbIe

Cpe/ICTBa TEXHUYECKOr0 KOHTPOJISL.
Ucnonb3oBaTh TEXHHUYECKYIO JIMTEpaTypy o
MH(OPMALIMOHHO-CIIPABOYHBIE ~ CHCTEMBl IS
3aMeHbl  (MIOMCKa  aHaJOroB)  YCTapeBLIETO
obopyaoBaHus.

3nanus:

TpeGoBaHUs K KOMITBIOTEPHBIM CETSIM.
ApXHUTEKTYpy POTOKOJIOB.

Crangapruzanuio ceTei.

DTalbl IIPOEKTUPOBAHUS CETEBOM
HH(PaCTPyKTYypHI.

Opranuzanuio paboT Mo BBOJAY B SKCILTyaTalMIO
00BEKTOB M CErMEHTOB KOMIIBIOTEPHBIX CETEH.
Cranpaptel  kalenel,  OCHOBHBIE  BHJIbI
KOMMYHUKALMOHHBIX  YCTPOMCTB,  TEPMHHBI,
MOHATHS, CTAHAAPTBl W THIIOBBIE OJIEMEHTBI
CTPYKTYpPHUPOBAHHOMU KaOelbHOI  CHUCTEMBI:
MOHTaX, TECTHPOBAHHE.

Cpe/cTBa TeCTUPOBAaHUS ¥ aHAIM3A.

[IporpammHo-annaparHbie CpeacTBa
TEXHUYECKOI0 KOHTPOJISL.
OK 1.5. [IpakTHuyeckuii onbIT:
BremonuaTe OdopMIITE TEXHUYECKYIO TOKYMEHTAIHIO.
TpeboBaHus OnpenensdTh BIMSHUE INPUIOKEHUH HA IPOEKT
HOpMaTHBHO- CETH.
TEXHUYECKOH AHaM3UpoBaTh CXEMbl TNOTOKOB Tpaduka B
JOKYMEHTALUH, UMETh | KOMIIBIOTEPHOMH CETH.
OIBIT O(OpPMIIEHHUS OuenuBath Ka4yeCcTBO " COOTBETCTBHE
MPOEKTHOM TpeOOBaHUSIM IPOEKTA CETH.
JIOKYMEHTALUH Ymenus:
Yurars TEXHUYECKYIO u MPOEKTHYIO
JOKYMEHTALMI0 110 OpraHu3aluud CErMEHTOB
CETH.
KonTtponuposatsb COOTBETCTBHE

pazpabaTblBa€MOro  IMpOEKTa  HOPMATHBHO-
TEXHUYECKOH JTOKyMEHTALUH.

Hcnonb3oBaTh TEXHHYECKYIO JIHTEpaTypy H
MH()OPMALMOHHO-CIIPABOYHbBIE  CUCTEMbI  JUIsI
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3aM€Hbl  (IIOMCKAa  aHAlIOrOB)  yCTAapeBLIETO
00opy10BaHHUsl.

3Hanus:

[lpunumner  u  crasgaptel  0OPMIICHHS
TEXHUUYECKOH JOKyMEeHTalHuH

[TpuHuMnBI co3nanust 1 0hOpPMIICHHUS TOMOJIOTUH
CeTH.

NHopMalMOHHO-CTIPABOYHBIE  CHCTEMBI  JUIS
3aMEHBI (ITOHCKA) TEXHHYECKOTro 000pyA0BaHHs.

Opranusanus
CCTEBOI'O
aJIMHHHCTPHPOBA
HUA

[IK 2.1.
AJIMUHHUCTPUPOBATh
JIOKaJIbHbIE
BBIYMCIIMTE/IbHBIE CETH
U IIPUHUMATh MEpPBI 110
YCTPAHEHHIO
BO3MOKHbBIX cOOEB

[IpakTHYecKHii ONbBIT:

HactpauBare cepBep ¥ pabouue CTaHUMM LIS
OesonacHo# nepenadn HHGOpMALIKH.
YcTaHaBaMBaTh U HACTPaUBaTh OMEPALMOHHYIO
CHCTEMY cepBepa M paOOuYMX CTaHIMH Kak
WiNedows Tax u LiNoux.

YnpaBiasiTe XpaHUIMILEM AaHHbIX.

Hacrpanpare ceteBbie cyxObl.

HacTpauBarb yaaneHHBbIH 10CTYyTI.

HacTpanBaThk 0TKa30yCTOHYMBbIN KiacTep.
Hacrpaupare Hyper-V u ESX, Bximouas
OTKa30yCTOHYHMBYIO KJIaCTEPH3ALHIO.
Peanu3oBeiBaTh Ge30macHbIi J0CTYN K JaHHBIM
JUIs II0JIB30BATENIeH U YCTPOHCTB.

Hactpansars ci1y:x0Obl KaTasoros.

OGHOBJIATE CEPBEPHI.

[IpoekTHpOBAaTh CTpPATeTHH  ABTOMATHYECKOMH
YCTaHOBKH CEpPBEPOB.

[InanupoBaTb M BHEAPATH HH(PACTPYKTYpY
pa3BepTBIBAHHS CEPBEPOB.

[Inanuposars H BHE/IPSATH daiinoBble
XPaHMJIUILA U CUCTEMbI XPaHEHHUS! JaHHBIX.
PaspaGareiBaTh U aJIMHHUCTPUPOBATH pEIIEHHUS
no ynpasiyenuto [P-agpecamu (IPAM).
IIpoekTHpoBaTh M pealH30BBIBATL pELICHHUS
VPNe.

[IpumeHsaTs MaclmiTabupyemble pelieHus  JUls
YAAJIEHHOIo A0CTyIIa.

ITpoekTHpoBaTh M BHEAPSATH PEIICHHS 3alHTHI
nocrtymna K cetu (NeAP).

PaspabarbiBaTh CTpaTeruu pasMeLIeHHs]
KOHTPOJUIEPOB I0MEHA.

Yeranasnusath Web-cepBepa.

OpraHu3oBbIBaTH JOCTYNl K JIOKQJILHBIM U
rin00aJbHBIM CETSIM.

ConpoBoxaathb " KOHTPOJMPOBATH
MCIOJIb30BaHUE  IIOYTOBOTO  cepBepa, SQL-
cepaepa.

IIpoekTHpoBaTh CTpaTEruu BUPTYaAIU3alliH.
[InanupoBaTh M pa3BepTHIBATH BHPTYaJIbHbIC
MaIllUHBI.

YrpaBiaaTh  pa3BEPTHIBAHHEM — BHPTYAJIbHBIX
MalluH.

15




Peanu3oBeiBaTh W IIAHHPOBATh  PELICHHSA
BBICOKO# JTOCTYNMHOCTH JUIsl (DaiiJIOBBIX CITyXk0.
BHeapsaTh uHQPacTpYKTYpy OTKPbITBIX KIIHOYEH.

Ymenns:

AJZIMUHUCTPUPOBATh JIOKaJIbHbIE
BBIYHCIIHTEILHBIE CETH.

[IpHUMaTh MeEpbl [0 YCTPAHEHUIO BO3MOMKHBIX
cOoes.

Co3naBath ¥ KOHGUTYPUPOBATH YUYETHBIE 3aIIUCH
OTJeJILHBIX 0JI30BaTeNIel U MOIB30RATEIBCKUX
rpyIIL.

O0ecnieynBaTh 3alIUTY MPU MOAK/IIOUYEHUH K
HH(POPMAIIMOHHO-TEIEKOMMYHHKALHOHHOH CCTH
"UnTepHet" cpeacTBaMu ONEepaLluOHHOMN
CHUCTCMBI.

3Hanus:

OCHOBHBIC HaNpaBJICHHUS aAMHHHCTPUPOBAHUS
KOMITbIOTEPHBIX CETEH.

Tursr cepepoB, TEXHOJIOTHIO "KIHEHT-cepBep".
CriocoObI YCTAHOBKHM M YIIPABJICHUS CEPBEPOM.
Vrunutel, (GYHKUHH, YIQJICHHOE YIpaBlieHHe
CEepBEPOM.

Texnonoruu 0e30macHOCTH, MIPOTOKOJIbI
aBTOpPHU3AINH, KOH(pUICHIMAIBHOCTD u
6e3omacHOCTH mpu padbote B Web.

[TopsiIoK KCIOJIB30BaHUS! KJIACTEPOB.

[Topsinok B3aMMO/ICHCTBHUS pa3IHUHbIX
OIEepALHOHHBIX CHCTEM.

Knaccudukammio mporpaMMHOro obecrnedeHus
CeTEBBIX  TEXHOJIOTHH, M  objacTb  €ro
NpUMEHEeHHUS.

[Topsimoxk OCHOBBI  JIMILIEH3HPOBaHHS
IPOrpamMMHOr0 o0ecreyeHusl.

Ouenky CTOUMOCTH MPOrpaMMHOI0
o0ecrieueHuss B 3aBUCHUMOCTH OT crocoba u
MECTa €ro UCIOJIb30BaHMI.

IIK 2.2,
AJIMHHHCTPHPOBATH
CETEBBIE PECYPCHI B
HH(GOpPMAILHOHHBIX

cucremax

IIpakTU4yeckuii onbIT:

HacrtpauBath ci1y:k0bl KaTaJoros.
OpraHu30BbIBaTh U MPOBOAMTHL MOHHUTOPHHI H
[IOJUIEPKKY CEPBEPOB.

[InanupoBath " BHEJIPSITH daitnoBble
XpaHH/IHINA U CHCTEMbI XPAHEHHS JIaHHBIX.
I[Tpoextuposats u BHeapsTs DHCP cepsucel.
[IpoeKkTHpOBATEL CTPATErHIO pa3peleHHs HMEH.
PaspabatbiBaTh U aAMHHHUCTPUPOBATH PELICHHUS
no ynpasjienuto [P-anpecamu (IPAM).
[TpoeKTUpOBAaTh ¥ BHEAPSTH HH(PACTPyKTypy
JIECOB U IOMEHOB.

Pa3pabaTeiBaTh CTPATErHIO IPYIIIOBLIX MMOJHTHK.
[TpOoeKTHPOBATH  MOJENIb  Pa3pEeIICHUH  JUIs
ciry OBl KaTaJIOroB.

[TpoekTHpOBaTh cXeMbI caiiToB Active Directory.
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PaspabatbiBaTh ~ CTpaTerud  pa3MelleHUS
KOHTPOJUIEPOB JJOMEHA.

BHeapste HHOPACTPYKTYpy OTKPBITBIX KITIOUEH.
[Inanuposatb % peaTH30BBIBATD
HHPACTPYKTYPY CI1y>K0 yrnpaBieHHs IPABAMHU.

Ymenus:

VcraHaBIuBaTh HHPOPMALIHOHHYIO CUCTEMY.
Co3znaBaTh U KOHPUTIYpUPOBATHL YUETHEIE 3AITUCH
OTJEJIbHBIX I10JIb30BATENIECH U MOJIB30BATEIbCKUX
rpymi.

PeructpupoBaTh NOAKIIOUEHHE K IOMEHY, BECTH
OTYETHYIO JJOKYMEHTALHUIO.

YcranaBnuBarth % KOH(UTYpUPOBATH
QHTHBHPYCHOE  MporpamMmHoe  oOecrneveHue,
nporpaMMmHoe  ofOecrniedyeHue  0a3  JaHHBIX,
MporpaMMHOE 0OecreYeHne MOHUTOPHHTA.
OOGecrieyuBaTh 3aLMUTY TPH MOAKIIOYEHHH K
HH(OPMALIMOHHO-TEJIEKOMMYHUKAIMOHHON CETH
"Wntepner” CpeACTBaMHU OIepaluOHHOMH
CHCTEMBI.

3nanus:

OCHOBHBIC HANpaBICHUS aIMHHHCTPUPOBAHHS
KOMIIBIOTEPHBIX CETEH.

Tune! cepBepoB, TEXHOJIOTHIO "KIHMEHT-cepBep”.
YT1umutel, (GyHKIMM, YIAJICHHOE YIpaBJIeHHE
CEpBEpOM.

Texnonoruu He3omacHOCTH, MPOTOKOJIbI
aBTOPU3ALIMH, KOHGbHICHIHATBHOCTD H
6e3omacHoCTh pu padote B Web.

[Topsinok Mcronp30BaHUs KJIACTEPOB.

[Topsnox B3aUMOJICHCTBHS pa3IMYHbBIX
OINEpaLlHOHHBIX CHCTEM.

Knaccudukanuio nporpaMMHOro obecrneueHust
CeTEeBbIX  TEXHOJOrwi, u  obnacTb  ero
IPUMECHEHHS.

[Topsinox U OCHOBBI JIMLIEH3UPOBAHUS
[IPOrpaMMHOI0 oOecrieyeHusl.

OueHKy CTOMMOCTH NPOrpaMMHOIo
ofecrnieyeHHss B 3aBUCUMOCTH OT crocoda H
MECTa €ro UCIOJIb30BaAHMS.

[1K 2.3.
O6ecneuuBarhb cOop
JaHHbIX U1 aHaju3a

UCTIOIb30BAHHUS U
(bYHKLUHOHUPOBAHUS
POrpaMMHO-
TEXHHYECKHX CPEJICTB
KOMITBIOTEPHBIX CETEH

[IpakTnyecknii onbIT:

Opranu3oBaTb M NPOBOAUTH MOHUTOPHHI U
TMOJIEPKKY CEPBEPOB.

[IpoexTHpoBaTh U BHEAPATH PELICHHS 3alIUTHI
noctyna K cetu (NeAP).

PaccuuTeiBaTh ~ CTOMMOCTb  JIMLUEH3HOHHOIO

MIPOrPaMMHOI'0 obecrieueHus CeTeBOMH
HHQPACTPYKTYpBHI.

OcymectBnarh ¢OOp JaHHBIX JUIS  aHajuu3a
UCII0JIL30BaHUS 51 (GYHKIMOHUPOBAHUS
HpOI‘paMMHO-Te)(HH‘IeCKPIX CpCﬂCTB

KOMIIBIOTEPHBIX CETEH.
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nﬂaHHpOBaTL U pealu30BaTb  MOHUTOPUHT
CepBepoB.

PeanusoBath M IJIaHMPOBATh PEIUEHHS BBICOKOH
JOCTYNHOCTH 15 (aiyIoBbIX clyxkO.

BHezpsTh HHPPACTPYKTypy OTKPBITHIX KIIOUEH.
[Inanuposars H peaaH30BbIBAThL
UHQPACTPYKTYpPY Cilyk0 yIpPABIEHUS 1IPABAMMU.

Ymenusn:

PeructpupoBaTh NOAKITIOYEHHE K JJOMEHY, BECTH
OTUETHYIO JIOKYMEHTAIUIO.

PaccuuTeIBATE  CTOMMOCTH  JIMIIEH3MOHHOIO

IPOrpaMMHOr0 obecrieueHus CeTeBoi
UHPPACTPYKTYPHI.
VYcraHaBiauBaTh u KOH(pUTypUpOBaTh

aHTHBUPYCHOE  IpOrpaMMHOe  olecreueHue,
nporpaMmHoe  oOecreueHue 0a3z  JaHHBIX,
nporpaMmMHoe obecrieyeHHe MOHUTOPHHTA.

3nanusn:

TexHosioruu 0e30I1aCHOCTH, IIPOTOKOJIbI
aBTOpPH3allHH, KOH(HIEHIHATBHOCTD H
Oe3onacHocTh pu pabore B Web.

[Topsnok ucnonb30BaHUS KIaCTEPOB.

[Topsiox B3aUMOJCHCTBUSA pa3IMYHBIX
OTepPAIlHOHHEIX CHCTEM.

ANropuT™ aBTOMATHU3aIUU 3aj1a4
00CI1y)KUBaHUS.

[Topsinok MOHHMTOpPHHTA 7} HACTPOHKH
IIPOH3BOIUTEILHOCTH.

TexHOJIOrHIO BEJICHUS OTUETHOM JOKYMEHTAIMH.
Knaccudukanuio nporpaMMHOro obecrnedeHus
CeTEeBbIX  TEXHOJOrWi, M  o0nacTb  €ro

PUMEHECHHUS.

Hopﬂnox H OCHOBBI JIALICH3UPOBAHUSA
IPOrpaMMHOTO O0ecIeueHHs.

Ouenky CTOMMOCTHU IpOrpaMMHOTO

obecrieyeHHss B 3aBHCHMOCTH OT crocoda H
MeCTa €ro UCII0JIb30BAHUA.

1K 2.4.
BzaumoeiicTBoBaThL CO
CIIeIIHATUCTAMHU
CMEKHOTO NpoduIs

[IpakTHYeCKHIi ONBIT:

YcranasnuBate Web-cepsep.

OpraHu3oBbIBaTh JOCTYIl K JIOK&JIbHBIM U
rJ1I00aIbHBIM CETSIM.

pH pazpaboTke CompoBoxaaTh " KOHTPOJIMPOBATD
METO/IOB, CPE/ICTB M | MCIIOJIb30BaHME MOYTOBOro cepsepa, SQL-
TEXHOJIOTUH cepBepa.
npuMeHeHus 00beKTOB | PaccuuThiBaTH  CTOMMOCTH  JIMLEH3MOHHOIO
NpoEeCCHOHATBHON | IPOrpaMMHOTO obecnieyeHust CeTeBO
JesATebHOCTH HHPACTPYKTYPBHIL.
OcymectBisath cOOp [HOAHHBIX JUIS  aHalW3a
HCIIOJIE30BAHHSI " GbYHKUHOHMPOBAHHS
IPOrpaMMHO-TEXHUYECKHX CpeICTB
KOMIIBIOTCPHBIX CeTECH.
[TnanupoBarth U peaii30BbIBATH
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MH(PACTPYKTYpy CiyX0 ynpaB/ICHUs [IpaBaMH.

Ymenus:
PaCC‘IHTBIBaTb CTOUMOCTD JJUIEH3UOHHOTI'O

POrpaMMHOI0 o0ecrie4yeHus CETEBOMH

HHQPACTPYKTYPHI.
ObGecreunBaTh 3alIMTY MPU TOAKIIOYEHHH K

HH(POPMAITHOHHO-TENIEKOMMYHUKALIHOHHOH CeTH
"Uurepuer” CpeICTBaMH OMepalMOHHOM
CHCTEMBL.

3uanus:
Cnoco0bl yCTAaHOBKH U yIIPABJIEHUS CEPBEPOM.
[TopsiIoK MCIIOJIB30BaHMs KIIACTEPOB.

HOpﬂIIOK B3aHMOIlef/'ICTBHﬂ pa3JIH4YHbIX
OIIEpaIlMOHHBIX CUCTEM.

Anroputm aBTOMAaTH3alux 3aj1a4
obcITyKUBaHUS.

TexXHOJOrHIO BEICHHS OTYETHON JOKYMEHTALIHH.
Kiaccudukanuo MporpaMMHOro obecrnedeHus
CETEBLIX  TEXHOJOTHH, W  001acTb  €ro
PUMEHEHHUS.

[Topsiox " OCHOBBI JIMIIEH3UPOBAHUS
IPOrpaMMHOro o0ecrieueHHsl.

Onenky CTOMMOCTH POrPaMMHOT0O
obecrieueHnss B 3aBHCHMOCTH OT crocoba H
MecTa €ro UCIIOJIL3OBAHHUs.

OKcrutyaTamnus
00BEKTOB
CETEeBOMU

HH(pacTpyKTyphbl

K 3.1.
VYcraHaBiMBaTh,
HacTpauBarth,
9KCILIyaTHPOBATh U
o0ciyK1BaTh
TEXHHUYECKHE U
IIPOrpaMMHO-
anmnapaTHble CpeICTBa
KOMIIBYOTCPHBIX ceTen

[IpakTH4YeCKHIl ONBIT:

OGcnyxuBath  CETEBYI0  MHQPACTPYKTYpY.
BOCCTaHABIMBATL  pabOTOCIOCOOHOCTL — CETH
nocie coos.

OcCy1IeCTBIIATh yAaJI€HHOE aJMHHHCTPHPOBAHUE
¥ BOCCTAHOBIICHHE pab0TOCIIOCOOHOCTH CETEBOM
HHPaCTPyKTYpBHL.

[TopnepxuBaTh 110JIb30BaTelIei CEeTH,
HACTpaWBaTh almapaTHOE H  INPOrpaMMHOE
obecrieueHue ceTeBOH HHPACTPYKTYPHI.
ObecrneynBaTh 3aLIMTY CETEBBIX YCTPOUCTB.
BHeApsATh MEXaHHW3Mbl CeTEeBOH Oe30MmacHOCTH
Ha BTOpoM ypoBHe mozenu OSI.

BHepsTh MEXaHU3MBI CETEBOH 0€30MacHOCTH ¢
MIOMOLIBIO0 MEKCETEBBIX IKPAHOB.

Buenpstb Texnonoruu VPNe.

Hactpaupats IP-TeseoHBbL.

YmeHusi:

TectupoBath kalGeqM M KOMMYHHKALMOHHBIE
YCTpPOMCTBA.

OmnuceiBaTh KOHLEIIIMU CETeBOH 6€30MacHOCTH.
OnuceiBaTb  COBPEMEHHBIE  TEXHOJIOTMM U
apXHUTEKTYpbl O€30M1aCHOCTH.

OnuceiBaTh  XAapakTEPUCTHKH M JJIEMEHThI
KoH(urypauuu sranos VolP 3BoHKa.

3HaHud:
ApXHUTEKTYpY M (YHKLIMH CHCTEM YIIPaBJICHHS
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CETAMHU, CTAHAAPTHI CUCTEM YIIPABJICHHUS.

3anauu yIIpaBJIEHUS: aHaIu3
MIPOU3BOIUTEIBHOCTH " HaJIeKHOCTH,
yrpasiieHHe (e30MacHOCTBIO, y4eT Tpaduka,
yrnpaBjicHHEe KOHDHUrypaluen.

[IpaBuya 3KCIUTyaTallMH TEXHHYECKHX CPEIACTB
ceTeBOil MHQPACTPYKTYPHI.

Mertoabl  YCTpaHEHHS  HEHCIPABHOCTEH B
TEXHHUYECKHX CpeJ/cTBax, CXEMBI
nocneasapnﬁﬂoro BOCCTAQHOBIJICHHW A
pabOTOCTIIOCOOHOCTH ~ CETH, TEXHHYECKYH H
MPOEKTHYIO JIOKYMEHTAIHIO, CrocoOBI
PE3EePBHOTO KOMUPOBAHUS JAHHBIX, [PHHIMIIBI
paboThl XpaHHJIUL JaHHBIX.

OcHOBHBIEC MOHATUS MHYOPMAILMOHHBIX CHCTEM,
JKU3HEHHBIM LUK, MpoOneMbl 0oOecredYeH st
TEXHOJIOTHYECKOH Oe3omacHOCTH
UHGOPMALHOHHBIX ~ CHUCTeM, TpeOOBaHUS K
apXUTEKTYpe HH(DOPMAIMOHHBIX CHCTEM H HX
KOMITOHEHTaM [yl obecrieueHHs 0e30MacHOCTH
(GYHKIIHOHMPOBAHUS, OINECPATUBHBIC  METO/IbI
IOBBILCHAS 0€30MacHOCTH (QYHKIHOHUPOBAHHMS
MPOrpaMMHBIX CPE/ICTB U 0a3 JaHHBIX.

Cpenctsa MOHMTOPHHIA H aHAIN3a JIOKAJBHBIX
ceTeil.

OcHoBHbIE TpeOOBaHHMS K CPEACTBAM M BHIAAM
TCCTHPOBAHHA JJIs1 ONpEACIICHHU S
TEXHOJIOTHYECKOI 6e3omacHOCTH
MH(POPMALMOHHBIX CHCTEM.

[TpunuMnIBI paboTHI CeTH aHaJIOrOBOH
TenaeOHHH.

Hasnauenue r0JIOCOBOTO LLTH03a, ero
KOMITOHEHTHI U (YHKIIHH.

OCHOBHBIC TIPUHIUITBI TEXHOJIOIHH 00ECTIeUeHH s
QoS 15 ros1ocoBoro Tpaduka.

IIK 3.2.
[IpoBoauTs
NpOpHIAKTHYECKUE
paboTbl Ha 00BEKTAX
CETEBOM

UH(PaCTPYKTYphI U
pabouux CTaHLHUAX

[IpakTH4ecKuii ONbIT:

nOMQp)KHBaTB MoJIb30BaTesIe ceTH,
HaCTpauBaTh  allllapaTHOE M  IPOrpaMMHOE
obecrieueHue ceTeBOi HHOPACTPYKTYPHI.
BeinosiHate  npoduiakTUueckue paboThl  Ha
00BeKTax ceTeBOH MHPPACTPyKTyphbl H pabounX
CTaHITHSIX.

CocraBisaTh IUlaH-rpaguk  MpOGUIAKTUYECKHX
paboT.

Vmenus:

Ha6monats 3a Tpa@HKOM, BBIIIOJIHATEL OIIE€paLliH
pe3epBHOIO KONMPOBAHUS M BOCCTAHOBJICHHS
JTAHHBIX.

YcTaHaBIUBaTh, TECTUPOBATh u
9KCILTyaTUpOBaTh HMH(OPMALMOHHBIE CHCTEMBI,
COTJIACHO TEXHUYECKOH JOKYMEHTaINH,

obecreynBaTh AHTUBUPYCHYIO 3alLHTY.
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BEIMOJIHATE MOHUTOPUHI U aAHAIHU3 paﬁoTbI
JIOKQJIbHOM CEeTH C T[OMOIUBIO IPOrpaMMHO-
annapaTtHeIX CpEACTB.

OcCylIecTBIATh  AHArHOCTHKY n ITOMCK
HEHUCIPABHOCTEN BCEX KOMITOHEHTOB CETH.
BeImonHATE  JOeHCTBUS MO YCTPAaHEHHIO

HEUCIPABHOCTEH.

3unanus:

3anauu YIIpaBJICHHUA: aHalJlu3
MPOU3BOIUTEIBHOCTH U HaJCKHOCTH,

ynpasieHue Oe30MacHOCTBIO, y4eT Tpaduka.
ynpasjieHue KoHhurypauuen.

Knaccuduxamuro PErjiaMeHTOB, MOPsII0K
TEXHUYECKUX OCMOTPOB, IIPOBEPOK 1
npohHIAKTHYECKUX paboT.

PacimupeHue CTPYKTYpbl KOMIIBFOTEPHBIX CETEH,
METO/bI " CpezicTBa JTHArHOCTHKH
HEUCNIPABHOCTEH  TEXHHYECKHX  CPEICTB U
CETEeBOM CTPYKTYPBIL.

Meroabl  yCTpaHEHHS  HEHCIIPAaBHOCTEH B
TEXHUYECKUX CpeICTBax, CXEMBI
M0CJIEaBapUHHOTO BOCCTaHOBJICHHUSI
paboTOCIIOCOOHOCTH ~ CETH, TEXHHYECKYI0 H
MPOEKTHYIO JIOKYMEHTALHIO, croco0bl
pe3epBHOr0 KONWPOBAHUS JAHHBIX, MPUHIUIIDI
paboThl XpaHHJINII JaHHBIX.

OcHOBHBIE TOHATHS HH)OPMALIMOHHBIX CHCTEM,
KH3HEHHBIM LUK, TpobsieMbl obecreueHus
TEXHOJIOTHYECKOM Oe3onacHOCTH
MHQOPMAIMOHHBIX ~ CHCTeM, TpeOoBaHHA K
ApXHUTEKType HMH(MOPMALMOHHBIX CHCTEM M HX
KOMIIOHEHTaM Jiisi oOecriedyeHust 6€30MacHOCTH
GYHKUMOHHPOBAHHS, ONEPATHBHBIE  METO/bI
MOBBIIEHHS 0€30MacHOCTH (PYHKIHOHUPOBAHHS
MPOrpaMMHBIX CPEICTB H 0a3 JaHHBIX.

CpexncTBa MOHMTOPHMHIA M aHAM3a JIOKAJIbHBIX
ceTen.

OcHoBHBIe TpeOOBaHHMSI K CpPEACTBAM M BH/aM
TECTUPOBAHUS Ui orpeJiesIeHUs
TEXHOJIOTHYECKOMH fe3onmacHOCTH
HHGOPMAITHOHHBIX CUCTEM.

[IpuHIMMIEI paboThl  CeTH aHaJIOrOBOH
TeneOHHUHU.

Haszunauenue roJ0COBOr0O 11LJTI03a, ero
KOMITIOHEHTHI U (DyHKIIHH.

OCHOBHBIE TIPHHIIUIIBI TEXHOJIOTHU 00€CTICYEHHU S
QoS 15 roJ10c0BOTO TpaduKa.

1K 3.3.
VYcTanaBiuBaTh,
HacTpauBaTh,
OKCILTyaTH pOBaTb H

00CITy)KUBATh CETEBBIE

IIpakTHyeckuii onbIT:

[TomnepxuBaTh 110JIb30BaTENCH CeTH,
HacTpauBaThb arrmapaTrHoe 51 nporpaMMHOE
obecrieueHue ceTeBoi HHPPACTPYKTYPHIL.

OGecrieurBaTh 3alUTY CETEBBIX YCTPOHCTB.




KOHMHUTYpaLUH

BHeapsTh MeXaHW3MBl CETEBOH 0€30IaCHOCTH
Ha BTOpOM ypoBHe mMojenu OSL.

BHeJpSTh MEXaHM3MBbI CETEBOH Ge30MacHOCTH ¢
[IOMOILIBIO MEKCETEBBIX IKPAHOB.

Bueapsts TexHonoruu VPNe.

Hacrpausats [P-Tenedonsl.

DKCILTyaTHPOBATh  TEXHAYECKHE  CPEACTBA
ceTeBol HHPPACTPYKTYPHL.

Wcnonp30BaTh CXEMBI [10CJICaBAPUIHOIO
BOCCTAHOBJIEHHS PA00TOCTIOCOOHOCTH CETH.

Vmenusi:

OmnuUCBLIBATL KOHIIEIIHH ceTeBOi 6€3011acHOCTH.
OnucLIBaTh ~ COBPEMEHHBIE  TEXHOJOTHH  H
apXUTEKTYpbl O€30MaCHOCTH.

OmnKCBHIBATH ~ XapaKTEPUCTHKM K JJICMCHTDI
xoHdurypaiuu sranos VolP 3BoHKa.

3nanus:
3anauu yIIpaBJICHHS: aHaJIu3
MPOU3BOIUTEIbHOCTH 7 HaJIe’KHOCTH,

yrpapjieHne 0e30MacHOCThIO, y4CT Tpaduka,
ynpasJieHue KOHQUTypalue.

[IpaBuia SKCIUTyaTalWHd TEXHHYECKHX CPEACTB
ceTeBOil HH(PPACTPYKTYPBI.

OCHOBHbBIE NOHATHSA MHOOPMALHOHHBIX CHCTEM,
JKU3HEHHBI LMK, Mpo0iieMbl oOecrneyeH s
TEXHOJIOTHYECKOM 0e30macHOCTH
uH(OPMAIIMOHHBIX ~ CHCTeM, TpeboBaHHSA K
apxuTeKType HHGOPMALMOHHBIX CHCTEM H HX
KOMIIOHEHTaM ajis obecriedeHHs O€30MacHOCTH
(QYHKIMOHMPOBAHHS, ONCPATUBHBIC ~ METOJbI
MOBBIIEHUST 0€30MacHOCTH (PYHKIHOHUPOBAHHS
IIPOrpaMMHBIX CPEICTB U 0a3 HaHHBIX.

CpeJcTBa MOHHTOPMHIA W aHAIN3a JIOKAJIBHBIX
ceTei.

OcHoBHble TpeOoBaHUs K CpeACTBaM H BHJIAM
TECTUPOBAHHS JUTSt Orpe/IeNIeH s
TEXHOJIOTHYECKOMH ©e30MacHOCTH
WH(OPMALIMOHHBIX CHCTEM.

[puHuMnel  paboTBl  CETH  TPAAHLIMOHHOH
teneoHUH.

Hasnauenue roJIOCOBOIO ILJTI03A, ero
KOMIIOHEHTBI U (DyHKLIHH.

OCHOBHBIE TIPHHIHIIEI TEXHONIOTHH 00ecIeueH s
QoS ju1st roJI0COBOTrO Tpaduka.

[1K 3.4. YuacTBOBaTh B
pa3paboTKe CXeMBbI
rocJieaBapuiHOro

BOCCTAHOBJIEHHS
paboTOCrIOCOOHOCTH
KOMITBIOTEPHOM CETH,

BBIITOJIHATD
BOCCTAHOBJIEHHE U

[MpakTHYeCKHUil ONBIT:

Oprauu3oBbIBaTh  OecnepeboiiHyo paboty
CHCTEMBI 110 pPE3epPBHOMY KOMHPOBAHHIO U
BOCCTAHOBJIEHHIO HH(POPMALHH.

O6cnyxuBaTh ~ CETEBYIO  MH(PACTPYKTYpY,
BOCCTAHABJINBATH  pabOTOCIOCOOHOCTH — CETH
nocie c¢6os.

OcylIeCTBIAT y1aJeHHOe aJIMHHHCTPUPOBAHHC
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pe3epBHOE
KOTIMPOBaHKE
HHpOpMaLUH

1 BOCCTAHOBJIEHHE PabOTOCIIOCOOHOCTH CETEBOH
UH(PPaCTPYKTYPBI.

[Tonnep:xuBath T0JIb30BaTEIEN CETH,
HacTpaWBaThb  annapatHoe ¥ TPOrpaMMHOC
obecreyeHue ceTeBoi HHHPACTPYKTYPBI.
O6ecneynBaTh 3allUTy CETEBBIX YCTPOMCTB.
BHeIpsATh MEXaHM3Mbl CETEBOH O€30MacHOCTH
Ha BTOpOM ypoBHE Mozenu OSL

BHeApsTh MEXaHU3MbI CETEBOH GE3011aCHOCTH €
ITOMOIIIbIO MEKCETEBBIX 9KPaHOB.

YMmenus:

HaGmonaTh 3a TpaMKOM, BbIIIOJIHATE ONEpaliy
PE3epPBHOTO KONMPOBAHHUSA M BOCCTAHOBJICHHS
JTaHHBIX.

YcTaHaB/IuBaTh, TECTUPOBATH u
SKCIUIyaTHPOBaTh MH(MOPMAIMOHHBIC CHCTEMBbI,
COIJIaCHO TEXHHYECKON JIOKYMEHTAIHH,
obecreunBaTh AHTHBUPYCHYIO 3aALIUTY.
BeIMOMHATE ~ AEHCTBHS 110 yCTpaHEeHHIO
HEHCIIPABHOCTEH.

3HaHus:

3anaun yIIpaBJICHHSA: aHau3
NPOU3BOAUTENBHOCTH H HAJEKHOCTH,
yIpaBieHHe 0e30IacHOCTBIO, Y4YeT Tpaduka,
yIIpaB/IeHHE KOH(PUTypaLMeH.

Knaccudukaruo pEriiaMeHToB, MOPSAIOK
TEXHUYECKUX OCMOTpOB, IIPOBEPOK "
npoQHIAKTHYECKUX palboT.

Pacuupenne CTPYKTYpbl, METOIbl H CpEACTBa
OUArHOCTHKH HEHMCIPAaBHOCTEH  TEXHHYCCKHX
CPE/ICTB U CETEBOH CTPYKTYPBIL.

Mertoasl  ycTpaHeHHS — HEMCIPaBHOCTEH B
TEXHUYECKUX CpeACTBax, CXEMBI
nociaeaBapunHOIo BOCCTaHOBJIEHHUSI
paboTOCIOCOOHOCTH ~ CETH, TEXHHYECKYI0 U
NPOEKTHYIO JOKYMEHTAIHIO, CrIOCcO0BI
pEe3epBHOr0 KOMUPOBAHUS JAHHBIX, MPUHIHUIIBI
paGoThl XpaHHUJIMILL JaHHBIX.

OCHOBHBIE MOHATHS MHYOPMAIMOHHBIX CHCTEM,
JKU3HEHHBI LUK, npobieMbl obecredeHust
TEXHOJOTHYECKOH fe30MmacHOCTH
HMHQOPMALMOHHBIX ~ CHCTEM, TpeOoBaHHMs K
apxXUTeKType HH(OPMAIMOHHBIX CHCTEM H HX
KOMITOHEHTaM Juis obecnieueHus Oe30MacHOCTH
(YHKIMOHUPOBAaHHs, ONEPATHBHBIC  METObI
MOBBILIEHHUs 0e30MacHOCTH (YHKIMOHUPOBAHUS
IPOrPaMMHBIX CPEJICTB U 0a3 JaHHBIX.
OcHoBHBIE TpeOOBaHMS K CPEACTBAM M BHJaM
TECTHPOBAHUS JUTst OTpeIe/ICHUS
TEXHOJIOTHYECKOH 0e30MmacHOCTH
I/IH(POpMaLIHOHHbIX CHCTEM.

[IpakTHYeCKHIl ONbIT:
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OpraHu3oBbIBaTh
MHBEHTAPHU3ALIUIO
TCXHHYCCKHX CPEACTB
CETEBOM
UHPacTPyKTYPHI,
OCYLIECTBIISATh
KOHTPOITb
o0opyoBaHus 10cCIIe
ero peMOHTa

[IpoBOZUTL  MHBEHTAPU3ALHIO
CpelICTB ceTeBON MH(PACTPYKTYPBI.
[IpoBOAHTH KOHTPOJL KAayeCTBa BBLINOTHEHMUS
PEMOHTA.

[1pOBOANTH MOHHTOPUHI pabOTHI 00OPYAOBAHUS
110CJIe pEMOHTA.

TEXHUYCCKUX

Ymenus:

[IpaBuibHO ohopmIIsATE TEXHHUYECKYIO
JIOKYMEHTAIHIO.

OcymiecTBidsTh  AMArHOCTHKY W TIOUCK
HEHCIIPABHOCTE} BCeX KOMIIOHEHTOB CETH.
BemonHate  neHCTBUS [0  YCTPaHEHHUIO
HEHCIIPaBHOCTEH.

3HaHus:

3agauu yIIpaBICHHUS: aHaiu3
TIPOU3BOAUTEIBHOCTH H HaJIC)KHOCTH,

ynpas/ieHHe 0€30MacHOCTbIO, Yy4eT Tpaduka,
yIpaBjieHHe KOH(UIypaLUei.
Knaccuduxanuto pEerJIaMeHTOB,
TEXHUYECKUX OCMOTpOB,
npoGHIaKTHYECKHUX paboT.
[IpaBuia 3KCIUTyaTallMd TEXHHYCCKHX CPEJICTB
ceTeBOH UH(PPACTPYKTYPHI.

PaciuypeHne CTPYKTYpbl, METOIBI M CPEICTBA
JUArHOCTHKH  HEHMCIIPAaBHOCTEH  TEXHMUYECKHX
CPEJICTB U CETEeBOH CTPYKTYPBHI.

Meroapl  yCTpaHeHHs  HEHCIPABHOCTEH B
TEeXHUYECKUX CpeICTBAX, CXEMBI
NI0CJIeaBapUHHOTO BOCCTAHOBJICHHUS
paboTOCIIOCOOHOCTH ~ CETH, TEXHHUYECKYI H
MPOCKTHYIO JIOKYMEHTALHIO, Croco0bl
PE3epPBHOTO KOMHMPOBAHHSA JAHHBIX, HPHHIHIIBI
paboThl XpaHUJIMIIL JaHHBIX.

OcHOBHBIE TTOHATHS HHOOPMALHOHHBLIX CHCTEM,

TIOPSIIOK
MpOBEPOK W

KU3HEHHBIM LUK, TpoOIeMbl obOecneyeHus
TEXHOJIOTHYECKOH 6e3omacHOCTH
UHPOPMAIMOHHBIX ~ CHUCTeM, TpeboBaHWS K

apXUTEKType HHGPOPMALMOHHBIX CHCTEM H WX
KOMIIOHEHTaM Juis obecreueHus 0e30MacHOCTH
(GYHKIIMOHMPOBAHUsSl,  ONEPATHBHBIE ~ METOJbI
NOBLIIIEHUS 0€30MacHOCTH (YHKIHOHUPOBAHHS
IIPOrpaMMHBIX CPEJCTB U 0a3 JaHHBIX.

I1K 3.6.
BeInosiHsATh 3aMeny
PacXOaHbBIX
MaTepHaJIOB U MEJIKUH
PEMOHT
nepudepuitHoro
o0opy/10BaHus,
OIpeeiTh
yCTapeBlIee
obopyioBaHue u

IMpakTHYecKHii ONbIT:

VeTpaHATh HEUCIPABHOCTH B COOTBETCTBHH C
IOJTHOMOYHSIMH TEXHHKA.

3aMeHSTh PacXOHbIE MaTEPUAIIBI.

MoHUTOPUHT 0OHOBIICHHI IPOrpaMMHO-
anmnaparHbIX CPE/ICTB CETEBOH HHPPACTPYKTYPBI.

Ymenus:

BbINONHATE 3aMEHY pPacXOJHBIX MaTEpHANIOB H
MEJIKHI peMOHT nepudepuiinoro obopyaoBanus.
Ocy1ecTBIATh JHarHOCTHKY u MTOMCK
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IPOrpaMMHBIE
CpeJicTBa CEeTeBOH
UH(PPACTPYKTYPEI

HEUCTIPAaBHOCTEN BCEX KOMIIOHEHTOB CETH.
BeimonHATe  AEHCTBHS 1O YCTPAHEHHIO

HEHUCIIPABHOCTEH.

3nanus:

Knaccupukanuio perjiaMeHToB, NOPSIOK
TEXHUUECKUX OCMOTpOB, MPOBEPOK n

npohHUIAKTHUECKHUX PadoT.

PacuiupeHue CTPYKTYPbl, METO/bI M CpEICTBa
JMATHOCTUKH HEHCIPABHOCTEH TEXHHYCCKHX
CPEJICTB U CETEBON CTPYKTYPBHI.

Mertonsl  yCTpaHeHHs]  HEHCIIPaBHOCTEH B
TEXHUYECKUX CpelCTBax, CXEMBbI
MoCJIeaBapUHHOTO BOCCTAHOBJICHHS
paboTOCTIOCOOHOCTH ~ CETH, TEXHUYECKYl0 U
MPOEKTHYIO JIOKYMEHTALMIO, CIIoco0bl
PE3epPBHOrO KOMHPOBAHHUS JAaHHBIX, [PUHIHIIBI
paloThl XpaHHIIHII JaHHBIX.
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5.2. Kanenoapnotit yueonoiii 2pagux

Uuneke KoMnoneHTbI MporpamMmbl

OI1.00 O06meodpazoBaTe/bHAsSI NOATOTOBKA

BJ1.00 BaszoBble IHCHHIIHHBI

bJ1.01 Pycckuii a3bIK

b/1.02 Jluteparypa

B5J1.03 WMHocTpaHHbIN S3bIK

bJ1.04 duznueckas KyJabTypa

BJ1.05 Hcropus

BJ1.06 OO0LecTBO3HAHHE

bJ1.07 AcTpoHOMMS

BJ1.08 OcHOBbI 0€30MaCHOCTH FKH3HEACATEIbHOCTH

I1/1.00 IpoduiabHble AMCUHILTHHBI

[171.01 MaremaTHka

I11.02 Hudopmarnka

I1J1.03 dusuka

1100.00 Ipeanaraemobie OO

1100.1 EcrectBo3Hanue / UcTopus poJiHOro Kpast

Or'C3.00 | Ofmmii ryMAaHHTAPHBII H COHAIBHO-)KOHOMHYECKH I LHKJI

orea.ol OcHoBbl ¢usocopuu

Oorcsa.o2 HcTopus

OI'CD.03 | MuocTpaHHblii A3bIK B MPOQECCHOHAIbHOM AeSTEIbHOCTH

Orcd.04 | ®dusnueckas KyjbTypa

Orcn.05 | Mcuxonorus obueHUs

EH.00 MaTtemaTHYecKHii 1 00Hii eCTeCTBEHHOHAYYHbIH HHKJI

EH.01. DjIeMEHTBI BBICLIEH MAaTEMAaTHKH

EH.02 JIMckpeTHas MaTeMaTHKa

EH.03 Teopus BEpOSITHOCTEH M MaTeMaTHYECKas CTATUCTHKA

OIL.00 O6menpodeccHoHANbHBIN HHKJI

OI1.01 OnepalrOHHbIE CHCTEMbI H CPe/lbl

OI1.02 ApPXMUTEKTypa arnrnapaTHbiX CPEACTB

OI1.03 HubopmMalLMOHHbIE TEXHOJIOTHH

OII. 04 OCHOBBI aITOPUTMU3ALIMK U NPOrPAMMUPOBAHHS

OI1.05 [TpaBoBoe obecrneueHne npodheccHOHaIbHOM AeATEIbHOCTH

OIl. 06 Be3onacHOCTb KU3HEAEATEIbHOCTH

OrI1.07 DKOHOMMKA OTPACIIH

OI1.08 OCHOBBI MPOEKTHPOBaHHs 0a3 JaHHbIX

OI1.09 Cranaaptusaums, cepTHHKALKMA U TEXHHUECKOE JIOKYMEHTOBEACHHE

OI1.10 OCHOBBI 3JIEKTPOTEXHHKH

OIN11 UnrkeHepHas KOMIbOTepHas rpaduka

OILL.12 OCHOBHbIE TEOPUH HHPOPMALIMH

OI1.13 Texuonorus GU3MYECKOro YPOBHS Nepelaul JaHHbIX

11.00 IIpodeccHoHAIbHBIH HHKII

1IM.00 Ipodeccuonanbubie MOAYJIH

MIM.01 Buinoanenue padoT 10 NPOEKTHPOBAHUIO CETEBOH

) HHPPACTPYKTYPbI

MJIK01.01 | KomnbroTepHbie CETH

MJITKO1.02 Opranuzauus, MPHHLMIbI NOCTPOCHHA (bYHKLUMOHUPOBAHUS
KOMIbIOTEPHbIX CeTel

VII1.01 VuebGHasg npakTuka

[11.01 [IponsBoacTBEHHAs NPAKTHKA

1TM.02 Opranusanusi ceTeBoro A/AIMHHHCTPHPOBAHUSA

MJIK02.01 | AIMHHHCTPHPOBAHHUE CETEBBIX OMEPALMOHHBIX CHCTEM




MJIK02.02

[IporpammHoe obecreyeHne KOMIbIOTEPHBIX CETEH

MJIK02.03 | OpraHu3alins aIMHHHCTPHPOBAHHSA KOMIbIOTCPHBIX CHCTEM
VI1.02 VueOHas npakTHKa

I111.02 TTpon3BOACTBEHHAs MPaKTHKA

IIM.03 DrenyaTauns 00LEKTOB CETeBOH HHPPACTPYKRTYPEI
MJIK03.01 | Dkcnayatauust 00beKTOB CETEBOH MHPACTPYKTYPBI
MJTIK03.02 | Be3sonacHOCTb KOMIMbIOTEPHbBIX CETEH

VII1.03 VyeOHasg npakTHKa

[111.03 [1pon3BOACTBEHHAS MPAKTHKA

I'HA.00 TocyaapcTBenHasi HTOroBasi ATTECTANHS
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6. Ycnosus peasn3aunn 00pa3oBaTe/bHOM 1eITeILHOCTH

6.1. TpeGoBanusi K MATEPHATLHO-TEXHHYECKOMY OCHAUEHHIO 00pa30BATETLHOM
NporpamMMal.

6.1.1. CneyuanbHble HoMeueHUA:

CrienMabHble TTOMEIIEHHA NIPEACTABIIAIT CO00H yueOHble ayJIUTOPUM MUl MPOBEACHHUS
3aHATHH BCEX BHIOB, MPEIYCMOTPSHHBIX OOpa3oBaTeJIbHOH IPOrpaMMON, B TOM dMCIE
IPYIIOBBIX M WHAMBHIYQIbHBIX KOHCY/bTAllHi, TEKYIIETO KOHTPOJL H MPOMEXYTOUHOM
ATTECTAINH, a TAKKE MOMCIICHHS /1 CAMOCTOATENLHON paboTEI, MACTePCKUe U J1abopaTopuH,
OCHALIEHHBIE O00OpYJOBaHMEM, TEXHHUCCKHMH CpEICTBAMH OOYyYe€HHs M MarepHalamu,
YUMTHIBAIOLIUMH TPeOOBAHUS MEK/1yHAPOAHBIX CTaHAaPTOB.

[lepeveHnb criequaJbHbBIX MOMeLIeHN
Kabunersr:
Pycckoro si3bIka 1 JIMTepaTyphbl;
MHOCTpaHHOTrO A3bIKa (JTMHTaQOHHBIN);
UcTtopumu;
XUMHH;
OO11eCTBO3HAHMS
Nudopmaruku;
DuU3KMKH U aCTPOHOMHUH;

09 =1 Ox A e B9 B

MaTteMaTH4YECKUX AUCLHUIIINH,

2

ECT€CTBCHHOHay‘IHBIX JAUCILHITIIUH,

=
o

. CoManbHO-3KOHOMHYCCKUX JTHCIMIIIHAH;

[em—
p—

. OCHOB TeOpUH KOJMPOBAHUS U Nepeadn HHOpMaLUK;
. MarematiyecKux NPUHIMIIOB TOCTPOCHUS KOMIIbIOTEPHBIX CETEH;
. OcHOB G€30MacHOCTH KHU3HECATEIbHOCTH;
. BesomacHOCTH JKHU3HEAESTENbHOCTH,
. MeTposoruu u ctanapTH3aluH.
JlabopaTopuu:

—_—
w B W N

1. BBIUMCTHUTENbHOM TEXHUKH, apXUTEKTYPbI [IEPCOHATBHOIO KOMIIBIOTEPA U NepH(EepHIHHBIX
YCTPOMNCTB;
DKCIUTyaTalui 00bEKTOB CeTeBOH HH(PACTPYKTYPLI;
[TporpaMMHO-annapaTHON 3alUThl 00BEKTOB CeTeBOH HH(PACTPYKTYphI;
I[IporpaMMHOro o0ecreyeHns KOMIBIOTEPHBIX CETeH, MpOrpaMMHUpoOBaHus U 0a3 JaHHBIX;
Oprasu3aiuy U IPHHIHUIIOB [T0CTPOCHUS KOMIBIOTEPHBIX CHCTEM;
WudopMalinoHHBIX pecypCcoB;
KoMnbIOTEpHBIX CeTei.
Macrepekue:

ol O P o Al

1. MoHTa)a U HacTPOKH 0OBEKTOB CeTeBOH MH(PACTPYKTYPBL.
[Tostronsr:

1. AIMUHHCTPUPOBAHMS CETEBBIX ONEPALHOHHBIX CUCTEM;

2. TeXHHYECKOro KOHTPOJIS U TMArHOCTHKH CeTeBOH HHPPACTPYKTYPHI.
Cryauu:

1. TIpoekTHpOBaHUs U JM3aiiHa CeTEBBIX aPXUTEKTYpP U HHXKEHEPHOH rpaduKy.
TpeHaxepsbl, TPEHAKEPHbIC KOMILIEKCHI:

1. TpeHaxepHblii 3a1 00IEYU3NYECCKOH TOATOTOBKH.
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CnopTHBHBII KOMILIEKC:
1. CrnopTHBHBIN 3a1;
OTKpBITBIN CTAJMOH LIKPOKOTO MPO(UIIS € 3IEMEHTAMHU [10JI0ChI MPENATCTBHH;
3. CrpenKoBBIil TUD (IEKTPOHHbIH)
3anabn
1. Bubiuoreka, YNTAJIBHBIN 3a71 ¢ BBIXOAOM B ceThb MIHTEpHET;
2. AKTOBBIH 3aJ.

6.1.2. MamepuanbHo-mexnuyeckoe —OCHau{eHue Jaadopamoputi, MaAcmepCKux
HOJIU20HOG U CIMYOUIL:

Komremxk  pacmonaraeT — MaTepHalbHO-TeXHM4eckod  6a3od,  oOecrieyMBarOIICH
[POBEJICHHE BCEX BUJIOB JIMCLMIIMHAPHOM H MEXIMCLUMILIMHAPHOH MOArOTOBKH, J1ad0paTOPHOH,
MpaKTH4ecKoif  paboThl  OOy4aloOUMXcsi,  NPELYCMOTPEHHBIX — Y4EOHBIM  IUIAHOM  H
COOTBETCTRYIOIIEH JeMCTBYIOUIMM CAHUTAPHBIM W IMPOTHBOINOXKAPHBIM MpaBWJaM H HOpPMaM.
Heo6xomumerii s peammaimuu OOIT nepeyeHb MaTepHaIbHO- TEXHHUYECKOrO o0ecreveHus,
BKJIIOYaET B ceOst:

1. Ocnamenue jgadoparopuii u padounx mect jaboparopuu:

OGopyaoBanne JadopaTopun 1 padouHx MecT JadopaTopuH «BbIMHCIHTEILHOI TeXHHKH,
APXHTEKTYPbI NEPCOHAIBLHOI0 KOMIbIOTEPa H Nepu(epHitHBIX YyCTPOHCTBY:

—  KoMIBIOTEpPHI ¢ JIMUCH3HOHHBIM IIPOTPaMMHBIM O0€CIIeYeHHEM:

— 14 xommbioTepoB ofyuaiommxcs W 1 KOMIBIOTEp TIpemoaBaTelis (ammapaTtHoe
obecrieuenne: 2 ceTeBble muatkl, mpoueccop CoreiS, omepatuBHas namath 00bHeMOM 8
I'6; HD 500 Gb, nporpammuoe obecrederne: onepaunontsle cuctembl Windows, UNIX,
naket opucHbIXx nporpamM, naket CAIIP)

— Cepsep B s1aboparopun (anmapatHoe obecriedeHne: 2 CeTEBbIE IUIAThI, 8-X sACPHbIH
npoueccop ¢ yactoroit 3 [T, onmepaTuBHas namate o0beMoM 16 I'0, xecTkHe AHCKH
obumMm obvemom 2 TG, mnporpammHoe obecneuenne: Windows Server 2012,
JMIEH3NOHHAS AHTHBHUPYCHAs INporpamma: 3allMTHUK Windows, JHIICH3HOHHAs
nporpaMma BOCCTAHOBJIEHHsS JaHHBIX: Recuva, JMIEH3MOHHAs [porpamma 1o
Buptyanu3anuu: Hyper-V)

— MWHrepakTuBHAsA J0CKA — 1 WIT.

— 12 KOMIUIEKTOB KOMIIBIOTEPHBIX KOMILIEKTYIOIIUX UL TIPOM3BEIeHUs COOpKH, pa3bopku
u cepBucHOro obcayxuBanus [1K u oprrexuuxu

— IIpoexrop u 3kpan

— Mapxkepnas nocka — 1 wr.

— Tlporpammtuoe oGecriedeHre 00IIEro U NpodecCHOHAIBHOrO Ha3HA4YCHHs, BKIIOYAIOLIee
B ce0s cnenyromee [10: Windows, Microsoft Office, Lazarus, Android Studio, Visual
C++ 2017 Express, Python, Adobe AIR SDK, NetBeans IDE

— Crenn— 3T

— DNeKTpOHHbIE MPe3eHTAH Ha (IIILI-HAKOIHUTEIIC

OGopynoBanue J1abopaTopud U padounux MecT JabopaTopuH «IKCIUIyaTAUHH 00BEKTOB
ceTeBOii HHPPACTPYKTYPbI».

= KOMHBIOTCpBI C JIMIIEH3HWOHHBLIM IIPOrpaMMHbBIM obOecrieyeHUueM:
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14 xomnbroTepoB oOywatomierocsi ¥ | KOMIBIOTEp MpenoaasaTels (anmnapaTHoe
obecreyenue: 2 ceTeBble miuathl, mpoueccop Core 15, onepartHBHas MaMATh 00beMOM §
I'6; HD 500 Gb; onepaunonnsie cucrembl Windows, UNIX; naker oducHbIX nporpam,
naxet CAIIP)

TunoBoii cocras JUIA MOHTa»Ka U HaJlaJlKH KOMl'[bIOTCpHOI:"I ceTd: Kabenu Ppas3jIndIHoOro
THna, 00KHMHOH MHCTPYMEHT, KOHHEKTOpbl RJ-45, TecTepnr mina kabens, KpOCc-HOXKH,
KpOCC-I1aHCJIH

[lpumep mNpOGKTHOH JOKyMEHTaUMH JUls oOydarommxcs Ha  (ueln-HaKomuTee
JIMIIEH3MOHHOE MpOrpaMMHOe o0ecneueHue Uil aJAMHHHCTPHPOBAHHA CETCH H
obecrieyeHus ee 0€30MacCHOCTH:

Wireshark, Windows server, Network scanner.

CepBep B sabopatopuu (anmapatHoe obecredyeHue: 2 ceTeBble ILIAThl, §8-X sSIAEPHbIH
npoueccop ¢ yacroroit 3 ['Tu, oneparuBHas namstb oobeMom 16 I'G, xecTkue aucku
obmum o6vemom 2 T6, mnporpammHoe obecneyenue: Windows Server 2012,
JMUEH3MOHHAS aAHTUBUpPYCHas [porpaMma: 3amTHUK Windows, JMIEH3HOHHAas
IporpaMMa BOCCTAHOBJICHMSI [JaHHBIX: Recuva, JIMIEH3MOHHBIE MPOrpaMMbl 10
BupTyanusanuu: Hyper-V)

WuTtepakTuBHas J0cKa (3KpaH, MapKepHas 10cKa) — 1 wmiT.

[IpoexTop — 1 1T.

Crenpapl — 3 1WT.

DNeKTPOHHBIE Mpe3eHTaluU Ha (II3II-HAKOTIUTeNe

OGopyaoBanue jadoparopun H padounx mect Jjadoparopun «lIporpamMmmHuo-annaparHoii
3aIHTHI 00bEKTOB ceTeBOIl HHPPACTPYKTYpPbD):

KoMmbroTeps! ¢ THIIEH3HOHHBIM NTPOrpaMMHBIM 00eCTIeUeHHEM

14 kommbrOTepoB oOOywaromuxcss W | KOMIBIOTEp IIpernojaBareis (amnmapaTrHoe
obecrieuenue: 2 cereBble mathl, npoueccop CoreiS, onmepaTHBHas namsaTh 00beMOM 8
['6; HD 500 Gb, nporpammuoe obecrieuenue: onepanuonusie cucteMbl Windows, UNIX,
naxker opucHbIX nporpamm, naket CAIIP)

Cepeep B naboparopuu (anmapatHoe oOecrieuyeHue: 2 CeTeBble ILIAThl, 8-X sAEPHbIH
npoueccop ¢ yactoroi 3 [T, oneparuBHas namsite oObeMoM 16 I'0, xecTkHe TUCKH
obumMm obvemom 2 TO, mnporpammHoe oOecneuenne: Windows Server 2012,
JIMLIEH3UOHHAs aHTHUBHpPyCHas IporpamMma: 3amuTHHK Windows, JMI€H3HOHHas
nporpamMma BOCCTAHOBJICHHS  JaHHBIX! Recuva, JIMIIEH3HUOHHbIE IIpOorpaMMbl 110
BUpTyanusauuu: Hyper-V)

TunoBo#t cocraB a1 MOHTaXa M HaJaJKH KOMIIBIOTEPHOM CETH: KaOeau pa3ju4HOro
THIA, 00KUMHOM MHCTPYMEHT, KOHHEKTOphl RJ-45, Tectepr! /uis kabens, Kpocc-HOKH,
KpOCC-IIaHeIn

[IpuMep MpoeKTHOMN JTOKyMEHTAIUH U1 00YYarOIIMXCsl Ha (iell-HaKOMUTele
JIunensnonHoe mnporpamMmmHoe obecneueHHe JUIS  aAMHHMCTPHPOBAHHS CeTeH U
obecrieueHus ee Ge30MacHOCTH:

Wireshark, Network scanner

WuTepakTuBHas 1ocka (3kpaH, MapkepHas 10cka) — 1 wmT.

[Tpoextop — 1 wiT.

Crenzpl — 3 wrT.

SJICKTPOHHBIG [MPE3CHTAIIUHA Ha qmam-HaKonmene
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OGopynosanue JabopaTopun  H  pabouux MecT JadopaTopun «IIporpaMMHOro

ofecneyeHusi KOMIIbIOTEPHBIX ceTell, MPOrpaMMHPOBAHHS H 023 IaHHBIX»:

KOMIEBIOTEPHI € JIMIIEH3MOHHBIM TPOTPAMMHBIM 00€CTICYCHUEM:!

12 KOMIBIOTEPOB OOydarolmMxcs M 1 KOMIBIOTEp IMPEroAaBaTeld (ammapaTHOE
obecreuenne: 2 ceTerble miathl, npoueccop Coreid, onepaTHHas NamaTh o0beMoM 8
'6;: HD 500 Gb, nporpamMmuoe obecriedeHune: onepamoHHbIe CHCTEMBI Windows, UNIX;
MS Office, maxker CAIIP)

Cepeep B naGopatopuy (ammapaTHOE OOECIEHCHHE: 2 CETEBBIC IIATEL, 8-X s/1epHBbIi
npoueccop ¢ uactoroil 3 [T, onepaTuBHas NamsiTh obbemom 16 I'6, KecTKHE AHCKH
oGumM o0bemMoM 2 TO, mnporpammHoe obecreuenne: Windows Server 2012,
JTUIEH3WOHHAs aAHTUBHpYCHas IIporpamMma: 3alllMTHHK Windows, THIIEH3HOHHAS
mporpaMma  BOCCTAHOBJIEGHHMS JlaHHBIX: Recuva, JMUEH3HOHHAs —mporpamma  To
pupryanusammu: Hyper-V)

TUIOBOI COCTAaB Ul MOHTAXa M HANAJKH KOMIILIOTEPHOH CeTh: Kabeln pasindHOro
THIa, 00KMMHOH MHCTPYMEHT, KOHHEKTOpBIRJ-45, TecTephl Wi Kabensi, KpOCC-HOXKH,
KpOCC-TIaHEeJIH

TIpumep MPOEKTHOI 10Ky MeHTAIH JUls 00yHaromuXes Ha diem-HakonuTene
JIMIeH3MOHHOEe [porpamMMHOe ofecredeHde Uil AAMHHHCTPHPOBAHHA cered H
obecnieyeHus ee 0€30MaCHOCTH:

Wireshark, Windows server, Network scanner.

[TporpamMmuoe oGecriedenne o01ero u npoQeccHOHAIBHOr0 Ha3sHa4CHHS
VHTepakTHBHAS A0CKa (9KpaH, MapKepHas jocka) — 1 mr.

[TpoexTop — 1 wr.

Crenpl — 3 wT.

DNIEKTPOHHBIE MPE3CHTAMH Ha (IIdI-HAKOMTHTENIC

OGopyaosanue JadopaTtopun 1 pabounx mect JabopaTopuu «Opranuzanus 4 NPUHIHUTIBI
MOCTPOEHHS] KOMIIBIOTEPHBIX CHCTEM»:

KOMIIBIOTEPBI C JIHIEH3MOHHBIM IPOrPAMMHBIM 00€CIICUEHHEM:!

14 KOMNBIOTEpOB oOOywalomMxcs M 1 KOMIBIOTEp IpernojaBaTesis (anmmapaTHOE
oGecrieuenye; 2 ceTeBble mathl, mporeccop CoreiS, onepaThBHas MaMsTh 00BEMOM 8
['6; HD 500 Gb, nporpamMmuoe obecriedyeHne: onepanioHHbIe CHCTEMBI Windows, UNIX,
naxeT oucHbIX nporpamm, naket CAIIP)

Cepsep B naboparopuu (ammapaTHoe obecredeHHe: 2 CeTEBbIC IUIATHI, 8-x sanepHbIi
npoueccop ¢ uactoToi 3 [T, onepaTtuBHas NMaMATh oobemMoM 16 [0, KecTKHE AMCKH
o6mmM obsemom 2 TG, mnporpammuoe obecredenne: Windows Server 2012,
IMLEH3MOHHAs AHTHBHUPYCHAs [porpamMma: 3amMTHUK Windows, JIMUEH3HOHHAs
mporpaMma  BOCCTAHOBJIGHHS JIaHHBIX: Recuva, JHIEH3HOHHAs —Tporpamma  Io
pupTyanusauuu: Hyper-V)

TUIIOBOI COCTAaB JUIi MOHT&XKa M HalaJKH KOMIIBIOTEPHOH ceTH: Kabemu pasinyHOro
THMA, 0OKUMHON MHCTPYMEHT, KOHHEKTOPBIRJ-45, TecTepsl st kabensd, KpoCC-HOKH,
KpOCC-TIaHEJIN

TIpuMep MPOEKTHOH JOKYMEHTALMH U 00yHaIOUMXCs Ha (IIeli-HAKONHTENe
JIMIEH3MOHHOEe TIPOrpaMMHOe  ofecredeHne JUl  aJMHUHACTPHPOBAHMA ~CeTel W
obecneyeHus ee 0€30MacHOCTH:

Wireshark, Network scanner.
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6 MapIIpyTH3aTOpPOB, 001a1AI0MINX CIICTYIOLUIMMHU XapaKTePUCTUKAMH:

O3V 256 M6 ¢ BO3MOKHOCTBIO paclIHpeHHs

113V 128 MO ¢ BO3MOKHOCTBIO paCLIHPEHHA

USB noprt: oanoro cranaapra USB 1.1

Bcrpoennsbie ceteBbie nopthl: 2-x Ethernet ckopoctsio 100 M6/c.

BHyTpeHHUE pa3bEMbl Ul YCTAHOBKU JONOJHUTEIBHBIX MOJAYJIEH pacIUMpeHus: 2 Uis
moayieit AIM

Pa3bEMBbl JUls NOJKIIOUYEHHUS JONIOIHUTENBHBIX HHTEp(eiicoB: 4; 2 U3 HUX JUIs MOJyjeH
tuna HWIC, WIC, VIC, VWIC; 1u1s monysneit Tuna WIC, VIC, VWIC; 1 ans moxynei
VIC unu VWIC

Hanuune ciora Ui yCTaHOBKH almapaTHOro MoOAyJs WWH(GPOBaHHS H YCKOpPEHHs
oOpabotku Tpadpuka B VPN coenunenusax, nogaepxusaromero cranaaptel DES, 3DES,
AES 128, AES 192, AES 256

KOHCOJIBHBIN MOPT A ynpaBlIeHUs MapLIpyTH3aTOpOM depe3 HopT craHaapra RS232:
OJIMH C MaKCHMaJTbHOH ckopocThbio 115.2 k6/c.

Berpoennoe nporpamMmmuoe obecrnedyeHue NoAIepKHBAET CTATHUECKYIO M JMHAMUYECKYIO
MapIIpyTH3aLHUIO, TOJePKUBALT MPOTOKOIBI JHHaMuueckoi MapmpyTtusanuu RIP, RIP
v2, IGRP, EIGRP, OSPF

MapiupyTuzaTop NOANECpPKUBACT YIpPaBICHHE Yepe3 JIOKAJIbHBIA IOCIEI0BATEIbHBIH
MOPT U YAATEHHO IO MPOTOKOIY telnet.

OOGopynoBanue noyiepKUBacT MpPoToKoa obHapyxkenus coceacit CDP

Wmeet ceprudurarsl 6€30MacHOCTH H 3JIEKTPOMAarHUTHOM COBMECTHMOCTH:

UL 60950, CAN/CSA (C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950,
EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, ICES-003
Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, VCCI Class A,
EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification

6 KOMMYTaTOPOB, 00/IaAAI0LINX CJACAYIOIMMH XapaKTepPHCTHKAMH:

KommyTaTop ¢ 24 nopramu Ethernet co ckopoctsio 100 M6/c u 2 mopramu Ethernet co
ckopocthio 1000 M6/c

B xommyTaTtope npucytctByeT pasbém Juis cBsizu ¢ [1K no unrepdeiicy RS-232. KaGens
st COM pasbéma.

Ckopoctb kommyTanuu 16Gbps
[13Y 32 M6

O3V 64M6
MakcumanbHoe konuuectBo VLAN 255
Hoctynueie Homepa VLAN 4000

[Tonnep:kka MpOTOKOJIOB Ul COBMECTHOTO HCIMOJIB30BaHUs eanHoro Habopa VLAN Ha
IpyIIe KOMMYTaTOPOB

Pasmep MTU 90006

CkopocTb KOMMYyTaLMH /Uit 64 6GalTHBIX MakeToB 6.5% 106 makeToB/c
Pasmep Tabauubr MAC- anpecos: 8000 3anucei

Komuyectso rpynn amst IGMP tpaduka as nporokona [IPv4 255

KonuectBo MAC-anpecos B 3amucsx s cnyx0sl QoS: 128 B 00biuHOM peskime 1 384
B pexxume QoS

34



KomuectBo MAC-anpecoB B 3alMCSAX KOHTPOINsS JAocTyna: 384 B OOBIYHOM PEKHUME H
128 B pexxume QoS

KoMMyTaTop MOJIEPXKUBACT YNPABIEHHE Yepe3 JIOKAIbHBIH IIOC/ICIOBATENbHBIH IOPT,
ynanénHoe ynpasienue o npotokoiny Telnet, Ssh.

KOMMYTATOp HOJUIEPKUBACT IPOTOKON 06HapykeHus coceneit CDP

OGopyznoBaHHe MOJIePIKUBALT ClIEYIOLIHe CTAaH1apThI:

B oGnacTu IMpOTOKOJIOB Nepeauu

[EEE 802.1D Spanning Tree Protocol, IEEE 802.1p CoS Prioritization, IEEE 802.1Q
VLAN, IEEE 802.1s, IEEE 802.1w, IEEE 802.1X, IEEE 802.1ab (LLDP), IEEE
802.3ad, IEEE 802.3af, IEEE 802.3ah (100BASE-X single/multimode fiber only), IEEE
802.3x full duplex on, 10BASE-T, 100BASE-TX, and 1000BASE-T, IEEE 802.3
10BASE-T specification, IEEE 802.3u 100BASE-TX specification, IEEE 802.3ab
1000BASE-T specification, IEEE 802.3z 1000BASE-X specification, RMON I and II
standards, SNMP v1, v2¢, and v3

B o6nacTH B3aMMOJCHCTBHA C APYTHMH CETEBBIMHM YCTPOWMCTBAMM, IHArHOCTUKU U
YAQIEHHOIO yIIpaBJIeHUS

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 —
TCP, RFC 826 — ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP),
RFC 959 — FTP, RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP v1, RFC 1166
- IP Addresses, RFC 1256 - Internet Control Message Protocol (ICMP) Router
Discovery, RFC 1305 — NTP, RFC 1492 — TACACS+, RFC 1493 - Bridge MIB, RFC
1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 — RMON,
RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - Maximum
Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 —
DHCP, RFC 2138 — RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 Aggregatable
Addrs, RFC 2460 — IPv6, RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6
Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated Services
(DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - Expedited
Forwarding, RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay Agent
Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS

NmeeT cepTrduratsl 6€30MaCHOCTU U 3JIEKTPOMAarHUTHOM COBMECTHMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to
EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with all country
deviations, CE Marking. NOM (through partners and distributors), FCC Part 15 Class A.
EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS CISPR22 Class A, CE,
CNS13438 Class A, MIC, GOST, China EMC Certifications

Ha6op nocienoBaTenbHbIX Kadened (BXOAMT B KOMIUIEKT MOCTaBKH 0OOpPYIOBAHUS IS
ceteBoit akanemMuu Cisco) cO ClIe1yIOIUMH XapaKTePUCTHKAMHU:

KaGens juis coenunenus pasbémos Smart Serial ¢ V.35 (Winchester) female pazbsémom. -
6 LWT.

KaGenb m1s coenunenus pasbémos Smart Serial ¢ V.35 (Winchester) male passémom —
61T.

Moynu Ul TOC/Ie0BATEIbHbIX COSMHEHHH B KOJIMYECTBE O LIT., MOAXOJALIME /s
MapupyTu3aTopoB CO CACAYIOUUMH XapaKTEPUCTUKAMH.
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Moayns mis nocnenosatenbhbix coenunennii HWIC-2A/S comepkut asa mopra THIA
Smart Serial ¢ momzepkoit ckopocteit 10 128k6/c Wi CHHXPOHHBIX JMHUA U 115.2K0/¢
JUIL aCHHXPOHHBIX. MoJIyab MOJIEPKHBACT CTAHAAPTBl COCAMHEHHSA C DTE/DCE
o6opynosanuem V.35, RS-232, RS-449, RS-530, RS-530A, X.21
TenekoMMyHUKAIMOHHAs CTOMKA (IIACCH, CETEBOH (UIIBTP, HCTOYHHKH OecnepeOOHHOrO
MUTAHUA)

2 GecripoBoaHBIX MapipyTH3atopa Linksys cepuu EA 2700

[P tenepons! — 3 mir.

[IporpamMMHO-anmapaTHbIe HITI03bI 0€30MACHOCTH 2 LUT.

1 KommbloTep s Mabopatoprbix 3anstuit: ¢ OC Microsoft Windows Server, Linux u
CHCTEMaMH BHPTYaTH3aLHH

MHaTepakTuBHAS J0CKa (3KPaH, MapKepHas 10cKa) — 1 mT.

[Tpoextop — 1 wit.

CteHpl — 3 1UT.

DNIEKTPOHHBIE TPE3eHTAMN Ha (QI3II-HAKOIHUTEe

OGopyaoBanue Jgabopatopun u pabounx wmect Jaboparopun «HMHPOPMAUHOHHBIX
pecypcoB»:

ABTOMATH3HpOBaHHbIe paGoune Mecta Ha 12 ofyuarommxcs (mpoueccop Core 15,
onepaTiBHas mamsth o6bemom 8 I'6, Biuzeokapra AMD Radeon P7 240, HD 500 Gb)
ABTOMaTH3MpOBaHHOE padouee MecTo npenoaasates (mpoueccop Core 15, onepaTtnBHas
namsith 00beMoM He 8 I'6, Bugeokapra AMD Radeon P7 240, HD 500 Gb)

TTpuMep NpoeKTHOI J0KyMeHTaLKH /Ul 00yJaromumxcs Ha Qrieli-Hakonuresne
JIMLeH3HoHHOE TporpavMMHoe obecredenue: makeT oducHeX nporpamm, naker CAIIP,
naket 2D/3D rpaduueckux nporpaMm, nporpamMmbl o Bupryanusamuu: Hyper-V
Crenapl — 3 1IT.

DJIEKTPOHHBIC IIPE3CHTAlMH Ha (DJIdII-HAKOIHTEIe

MHTepakTHBHAs 10CKa (9KpaH, MapKepHas J0cKa) — 1 wrT.

[Ipoektop — 1 wr.

O6opynoBanue JadopaTopun 1 pabounx Mect Jadoparopuu «KoMNbOTEPHBIX ceTel»:

14 kommnbioTepoB oOywaroumxcs W 1 KOMIBIOTEp IMperojaBarens (anmnapaTHoe
obecmeuenne: 2 ceTeBble mIaTel, npoueccop CoreiS, omepaTHBHas mamaTh 00beMOM 8
I'6; HD 500 Gb, onepauuonnsle cuctemsl Windows, UNIX, naket opuCHBIX Iporpamm,
naketr CAIIP)

Cepsep B naGoparopun (anmnapaTHoe oOecreyeHHe: 2 CETeBble IUIAThl, 8-X sACPHBIH
nponeccop ¢ yactoroit 3 [T, oneparuBuas mamsate odbemoM 16 I'0, xecTkHe AMCKH
obumm obbemom 2 T6, nporpammuoe obecnedyenne: Windows Server 2012,
JMIEH3HOHHAS AHTHBHUpPYCHAs Tmporpamma: 3alUuTHHK Windows, JHMIEH3HOHHAS
mporpaMMa BOCCTAHOBJICHHMs JaHHBIX: Recuva, JHMIEH3HOHHBIC MPOTPaMMBI IO
BupTyanu3auu: Hyper-V)

TumoBOif cocTaB I MOHTaKa M HAIAJKM KOMIIBIOTEPHOH CeTH: Kabelu pasM4HOro
THIA, 00KUMHON MHCTPYMEHT, KOHHEKTOphI RJ-45, Tectephl s Kabels, Kpocc-HOKH,
KpOCC-TIaHen

[IpuMep MPOEKTHOM JOKYMEHTALMH I 00yUaroIuXcs Ha (rer-HaKkomuTee
JIuneHsHoHHOE TIpOrpaMMHOe obecrieueHHe Ul aJIMHHHCTPUPOBAaHMs CeTeH U
obecrieueHus ee 6€30MaCHOCTH:



Wireshark, Network scanner

[TporpammHoe obecrederne 0OMEro H NpopeccHOHATLHOrO Ha3HAYCHHA

6 MapuIpYTU3aTOPOB, 00IAAI0IHX CJICAYIOIHMH XapaKTepHCTHKAMH:

03V 256 M6 ¢ BO3MOKHOCTBIO pacllMpEHUs

[13V 128 MO ¢ BO3MOKHOCTHIO PaCUIMPEHHS

USB nopt: oasxoro cranaapra USB 1.1

Berpoennbie ceteBble nopthl: 2-x Ethernet ckopoCTEIiO 100 M6/c.

Buyrpennne pa3béMbl U1 YCTAHOBKH JIOMOTHATE/IBHBIX MOJyJIel paciuupenus: 2 Juis
moayiei AIM

Pa3bEMBbl JUIS TIOAK/IIOYCHHS AOMOTHHTENbHBIX HHTepheiicon: 4; 2 U3 HUX /Ui MozyJieit
tuna HWIC, WIC, VIC, VWIC; 11 moxnyneit tuna WIC, VIC, VWIC; 1 s moxyneit
VIC wim VWIC

Hanuure cioTa [/ YCTAHOBKH AIIpaTHOrO MOJy/s WHQPOBAHMS M YCKOPEHHS
o6paboTku Tpadpuka B VPN coequHEeHHAX, MOAACPKUBAIOLIET0 CTAHIAPTEI DES, 3DES,
AES 128, AES 192, AES 256

KoHCONBHBIN MOPT Ul yNPaBICHHsS MapIIPyTH3aTOPOM 4epes IOpT CTaH1apTa RS232:
OJIMH C MaKCHMaJIbHOM ckopocThio 115,2 k6/c.

BerpoeHHoe mporpaMMHOe 00€CreyeHHe MOUICPKHBACT CTATHYCCKYIO M IMHAMUUECKYIO
MapHIPyTH3AIHIO, T0ICP/KHBACT IPOTOKOIbI AMHAMHYECKOH MapuIpyTH3alHH RIP, RIP
v2, IGRP, EIGRP, OSPF

MapupyTi3atop MOJUIEp)KMBAET YIPABICHHE 4Yepe3 JIOKaIbHBIM I10CJIe/I0BATEILHBIH
[OPT U YAAJIEHHO IO MPOTOKOJIY telnet.

OGopyI0BaHKeE TOIEPKUBACT IPOTOKON 0OHapykenus coceneit CDP

VMeet cepTuduKaThl Ge30MaCHOCTH U JIEKTPOMArHUTHOW COBMECTHMOCTH:!

UL 60950, CAN/CSA (C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950,
EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, ICES-003
Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, VCCI Class A,
EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification

6 KOMMYTaTOPOB, 00J1a1al0IIUX CIIEAYIOMNMU XapaKTePHCTHKAMH!

Kommytarop ¢ 24 nopramu Ethernet co ckopoctbio 100 M6/c i 2 mopramu Ethernet co
ckopocthio 1000 M6/c

B KOMMyTATOpE MPHCYTCTBYET paszbéM s cBsizu ¢ [IK mo nntepdeiicy RS-232. KabGenb
st COM passéma.

Cxopocth KoMMyTaluu 16 Gbps

[13Y 32 M6

O3V 64 M6

MaxkcumanibHoe kosmdectBo VLAN 255
Jloctynusie Homepa VLAN 4000

[Touiepkka NMPOTOKOJIOB Ul COBMECTHOTO MCIOJIB30BAHUA €IIHHOIO nabopa VLAN Ha
rpyImne KOMMyTaToOpoOB

Pazmep MTU 90006

CKOpOCTh KOMMYTalliu juist 64-0aiTHBIX makeTos 6.5* 106 naketos/c
Pasmep tabmuisl MAC- azpecos: 8000 3amuceit

Kosnmuectso rpynn ans IGMP tpaduka as nporokona IPv4 255
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KonnuectBo MAC-anpecos B 3amucsx st cryxOb1 QoS: 128 B o0brunoM pexume u 384
B pexknme QoS

Komuuectso MAC- ajipecoB B 3amucsix KOHTpouis aoctyna: 384 B 0OBIYHOM pEXHME U
128 B pexxume QoS

KoMMyTaTop MOJIEpKHBACT YIIPABJICHHE 4epe3 JIOKaJIbHBIH MOCIEA0BATE/IbHBIA [OPT,
ynanésHoe ynpasieHue o nporokoiy Telnet, Ssh.

KoMMyTatop nouiepxusacT npotokos obnapyxenus coceneid CDP

O6opyaoBaHue MOJIEPKUBACT CIICIYIOIINE CTAHAAPTHI:

B oGnacTu npoTOKOJIOB Mepeaauu

IEEE 802.1D Spanning Tree Protocol, IEEE 802.1p CoS Prioritization, IEEE 802.1Q
VLAN, IEEE 802.1s, IEEE 802.1w, IEEE 802.1X, IEEE 802.1ab (LLDP), IEEE
802.3ad, IEEE 802.3af, IEEE 802.3ah (100BASE-X single/multimode fiber only), IEEE
802.3x full duplex on, 10BASE-T, 100BASE-TX, and 1000BASE-T, IEEE 802.3
10BASE-T specification, IEEE 802.3u 100BASE-TX specification, IEEE 802.3ab
1000BASE-T specification, IEEE 802.3z 1000BASE-X specification, RMON I and Il
standards, SNMP v1, v2c¢, and v3

B o0nacTd B3aMMOJIEHCTBHS C JIPYyTMMH CETEBBIMHM YCTPOWCTBAMH, IHArHOCTUKH H
YIaJIEHHOIO YIIPABJIEHHS

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 —
TCP, RFC 826 — ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP),
RFC 959 — FTP, RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP v1, RFC 1166
- IP Addresses, RFC 1256 - Internet Control Message Protocol (ICMP) Router
Discovery, RFC 1305 — NTP, RFC 1492 — TACACS+, RFC 1493 - Bridge MIB, RFC
1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 — RMON,
RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - Maximum
Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 —
DHCP, RFC 2138 — RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 Aggregatable
Addrs, RFC 2460 — IPv6, RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6
Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated Services
(DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - Expedited
Forwarding, RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay Agent
Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS

Hmeet ceprrdukaTsl 6€3011aCHOCTH M 3IEKTPOMArHUTHONH COBMECTHMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to
EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with all country
deviations, CE Marking, NOM (through partners and distributors), FCC Part 15 Class A,
EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS CISPR22 Class A, CE,
CNS13438 Class A, MIC, GOST, China EMC Certifications

HaGop nocnenoBarenbHpiX Kabeneil (BXOAUT B KOMIUIEKT IOCTaBKU 00OpYyIOBaHHs st
ceteBoif akageMuu Cisco) co CIeIyIOIUMH XapaKTEPUCTHKAMM:

KaGens s coeqmuenus passéMoB Smart Serial ¢ V.35 (Winchester) female pazsémom -
6 1T.

KaGesb juis coeuuenus pasbémoB Smart Serial ¢ V.35 (Winchester) male pazsémom — 6
LLIT.
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Monynu ans ocJeA0oBaTCILHBIX COeIMHEHUU B KOJIMYECTBE 6 IIT., TTOAXOIALIUE [J1d
MapILIPYTH3aTOPOB CO CIIEIYIOUIHMU XapaKTePHCTAKAMA.

Mojyb Wi MOCIEA0BATEIbHBIX coequnenuit HWIC-2A/S coaepkuT ABa [0pTa THIIA
Smart Serial ¢ moaxepzkoil ckopoereii o 128 kb/c IS CUHXPOHHBIX nunud 1 1152
kG/c JUIsl ACMHXPOHHBIX. MOIy/ b MOIEPKHBAET CTAHAAPTBI COCAMHCHUA C DTE/DCE
oGopynosannem V.35, RS-232, RS-449, RS-530, RS-530A, X.21
TeneKOMMYHHUKAIMOHHAs CTOHKA (IIAaccH, CeTeBOH UIBTP, HCTOYHUKH GecriepeOOHHOro
MTUTAHHUS)

2 GecrpoBOIHBIX MApLIPYTH3aTOPa Linksys cepun EA 2700

IP TenedoHbI — 3 LIT.

[IporpaMMHO-anmapaTHble 1L T03b! 6e30MaCHOCTH 2 wWrT.

| KoMmmbioTep sl 1aGopatopHbix 3ansTHi: ¢ OC Microsoft Windows Server, Linux u
CHCTEMaMHU BUPTYalH3aluu

MHTepakTHBHASA 10CKa (9KpaH, MapKepHas mocka) — 1 .

[TpoekTtop — 1 mmT.

CreHb! — 3 LIT.

DeKTPOHHBIE MPE3CHTAllHH Ha ¢ua11I-HAKOMUTEIIE
OcHAIIeHHEe MACTEPCKHX, IOJTHIOHOB H CTYAHii:

MMoauron «AIMHHUCTPUPOBAHUSH ceTeBbIX ONMEepallHOHHBIX CHCTEM»

KoMITBIOTEPHI € JTHIEH3HOHHBIM IIPOrPaMMHBIM 00eCrIeYeHUEM

12 KOMIBIOTEPOB OOYyHaioUMXcs H 1 KOMIBIOTEp MPENnoAaBaTeis (armmapaTHOE
oBecreuenye: 2 ceteBsle rathl, npoueccop Core 15, onepaTHBHAs MaMATh oobemMoM 8
I'6; HD 500 Gb; mporpammHoe obecrieueHne: onepaioHHbIC CHCTEMBI Windows, UNIX:
MS Office, maker CAIIP)

JIMIEH3MOHHOe TporpamMMHoe obecreyeHue I aIMHHHCTPHPOBAHH cerel W
obecnieuenus ee O€30MaCHOCTH:

Wireshark, Windows server, Network scanner.

Cepsep B nabopaTopui (annaparHoe ofecriedenue: 2 CeTeBbIe IUIATHI, 8-X AJEPHBIH
TIPOIECCOpP C YaCTOTOM 3 I'T'u, oneparuBHas MaMAThb oobeMoM 16 I'0, XecTKHE JUCKHU
o6umM ob6bvemoM 2 T6, mporpaMmHOe oOOecIeUYCHHE! Windows Server 2012,
JAMIEH3WOHHAs AaHTHBHpPYCHas Iporpamma: 3alllHTHHK Windows, JHLEH3HOHHAs
mporpaMMa  BOCCTAHOBJICHHS  JIaHHBIX: Recuva, JIMIEH3HMOHHBIE TMPOrpaMMBbl  TIO
supTyanusamun: Hyper-V)

MuTepakTUBHAs J0CKa (3KPaH, MapKepHas nocka) — 1 .

[TpoexTop — 1 wT.

CreHapl — 3 IUT.

DJIeKTPOHHBIE MPe3eHTAlMH Ha (QIIdII-HAKONHUTEIE

DJIEKTPOHHBIE IPE3CHTALMH HA (IIBII-HAKOIHUTEE.

Monnron «TeXHIYECKOro KOHTPOIS H IHATHOCTHKH CETeBOIl HHPPACTPYKTYpLI»

14 koMmbroTepoB oO0ydaomuxcs H 1 KOMIBIOTEp NperoiaBaTelid (anmapaTHOE
oGecneuenie: 2 ceTeBble miathl, mpoueccop Corei5, omepaTuBHAs MamATh obbemMoM 8
I'6; HD 500 Gb, onepannoHHbIC CHCTEMBI Windows, UNIX, makeT oHCHBIX IPOrpaMM,
naket CAIIP)

Cepsep B nabGoparopuu (annaparHoe oBecrieyenne: 2 CeTEBbIE MUIAThl, 8-X sAECPHbINH
npoueccop ¢ yactoroit 3 I'Tu, onepariBHas NamsTh obvemoM 16 10, xecTKUE TUCKH
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obumM ob6memMom 2 TG, mnporpaMMHOe OOECICHCHHE: Windows Server 2012,
IHUEH3MOHHAA AHTHBHPYCHAd mporpamma: 3amuTHEK Windows, JMUCH3HOHHAA
IporpamMma BOCCTAHOBJICHHMS JAHHBIX! Recuva, JIMIEH3UOHHBIE TIPOrpamMMbl 110
supryantnsamun: Hyper-V)

THIOBOM cOCTaB Ui MOHTAKa M HATAJKH KOMIBIOTEPHOH ceTu: Kabenn pasin<Horo
THMa, 00KHMHOM MHCTPYMEHT, KOHHEKTOPDI RJ-45, Tecrepsl ais kabels, KPOCC-HOMKH,
KpOCC-TIaHen

[Tprmep NPOEKTHOH AOKYMEHTALMH AT 00yyaroIMXcs Ha (Iiell-HaKOMUTEe
JIMLEH3MOHHOE IporpaMMHoe obecrmedeHue JUid  aAMHUHHCTPHUPOBAHUS ceTeid
obecrieueHus ee 0€30MaCHOCTH:

Wireshark, Network scanner

6 MapLIpyTH3aTOPOB, 00/1a/IAI0NIMX CIISAYIOIMMH XapaKTepUCTHKAMHU:

O3V 256 MG ¢ BOZMOXKHOCTBIO PaCHIMPEHHS

13V 128 MG ¢ BO3MOXKHOCTBLIO pacIMPEHU

USB noprt: oxsoro cranaapta USB 1.1

Bcrpoennble ceTeBbie MOPTLE: 2-X Ethernet CKOPOCTEHIO 100 M6/c.

BHyTpeHHHE pa3bEMbl /Ul yCTAHOBKH JOTIONHHTEILHBIX MojyJielt paciuupeHus: 2 Juis
moayiei AIM

PasbEMBbI JUTA TIOAK/IIOUYCHNS JOMOTHHTENBHBIX HHTEPDEHCOB: 4; 2 U3 HUX U MOJTyJIeH
tuna HWIC, WIC, VIC, VWIC; 1ans moxysei Tuna WIC, VIC, VWIC; 1 ans moynen
VIC umu VWIC

Hammume cjoTa Ul YCTAaHOBKHM alMapaTHOrO MOy MWIHGPOBaHUS M YCKOPCHHMS

o6pabotku Tpaduka B VPN coeanHeHHsX, MOANEPKUBAIOLIETO CTAHAAPTDI DES, 3DES,
AES 128, AES 192, AES 256

KOHCOJBHBIH NOPT Ul YIPABICHUS MapIIpyTH3aTOPOM 4epe3 IMOpT CTaHAapTa RS232:
OJIMH C MAKCUMaJIbHO# ckopocTsio 115.2 k6/c.

BerpoenHoe nporpaMMHOe 00eCriedeHHe NOICPKUBACT CTATHHECKYIO | JIUHAMHUYECKYIO
MapLIPyTH3aLHIO, OAICPKUBACT MPOTOKOJIBI nuHAMHueckoit mapmpytusaun RIP, RIP
v2, IGRP, EIGRP, OSPF

MapuipyTi3aTop MOIEPKHBACT YIPaBICHHE 4epe3 JIOKAJIBHEIN  [10C/Ie/10BaTE/IbHBIH
MOPT M yJAIEHHO 110 MpoToKony telnet.

OGopyI0BaHKE MOUIEP/KHBACT IIPOTOKOJ OOHAPYIKCHHSA coceneiit CDP

VMeet cepTH(UKATHI GE30M1ACHOCTH U 3JIEKTPOMArHUTHOH COBMECTHMOCTH:

UL 60950, CAN/CSA (C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950,
EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, ICES-003
Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, VCCI Class A,
EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification

6 KOMMYTATOPOB, 00/1a1a10IUX CIIEAYIOIMMH XapaKTCPHCTHKAMM:

KommyTatop ¢ 24 mopramu Ethernet co CKOpOCTbIO 100 M6/c u 2 mopramu Ethernet co
ckopocteio 1000 M6/¢c

B koMMyTaTope MpUCYTCTBYET pa3beéM JUls CBS3HU C [1IK o untepdeiicy RS-232. Kabess
st COM paseséma.

Cxopocth KommyTanuu 16Gbps

13V 32 M6

O3V 64M6
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MakcumanpHoe koymmdyecTBo VLAN 255

Joctynusie Homepa VLAN 4000

[Toanepykka MPOTOKOJIOR JUIS COBMECTHOTrO MCIHONb30BAHUS €IHHOTO Habopa VLAN Ha
rpymnie KOMMYTaTopoB

Pasmep MTU 90006

CKOpOCTH KOMMyTaluK /Ui 64 GaiiTHIX nakeTos 6.5%106 TaKeToB/C

Pasmep Tabuist MAC-anpecos: 8000 3anucei

KomuuecTso rpymmn as IGMP tpaduka mns npotokona IPvé4 255

Konnuectso MAC-anpecoB B 3anmucsx Ui cryk0b1 QoS: 128 B 00BIYHOM peXUME U 384
B peskume QoS

Konmuuectso MAC-apecoB B 3alMCAX KOHTPONs JocTyna: 384 B OOBIYHOM PEXUME H
128 B pexume QoS

KoMMyTaTop MOJIep/KHBAeT yIpaBIeHHE depe3 JIOKaIbHBIA N0CIIeI0BaTE/IbHBIA TOPT,
yIaNEHHOE yIpasieHne 1o npotokoiy Telnet, Ssh.

KoMMyTaTop mojuiepKuBaeT MpOTOKOJ OOHApyKeHHS cocelIe CDP

OGopy10BaHKE MOICPKHBACT CIENYIOIIHE CTaHAAPTBI:

B o0macTu MpOTOKOJIOB Iepe/iayn

IEEE 802.1D Spanning Tree Protocol, IEEE 802.1p CoS Prioritization, IEEE 802.1Q
VLAN, IEEE 802.1s, IEEE 802.1w, IEEE 802.1X, IEEE 802.1ab (LLDP); 1EEE
802.3ad, IEEE 802.3af, IEEE 802.3ah (100BASE-X single/multimode fiber only), IEEE
802.3x full duplex on, 10BASE-T, 100BASE-TX, and 1000BASE-T, IEEE 802.3
10BASE-T specification, IEEE 802.3u 100BASE-TX specification, IEEE 802.3ab
1000BASE-T specification, IEEE 802.3z 1000BASE-X specification, RMON I and II
standards, SNMP v1, v2¢, and v3

B o6nacTd B3aMMOJEHCTBHS C JAPYTHMH CETEBBIMH YCTPOMCTBAMM, JAHArHOCTHKH H
YAQIEHHOTO YIIPABJIEHHUS

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 —
TCP, RFC 826 — ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP),
RFC 959 — FTP, RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP v1, RFC 1166
- IP Addresses, RFC 1256 - Internet Control Message Protocol (ICMP) Router
Discovery, RFC 1305 — NTP, RFC 1492 — TACACS+, RFC 1493 - Bridge MIB, RFC
1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 — RMON,
RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - Maximum
Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 —
DHCP, RFC 2138 — RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - IPv6 Aggregatable
Addrs, RFC 2460 — IPv6, RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6
Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated Services
(DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2598 - Expedited
Forwarding, RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay Agent
Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS

Nmeet cepTuduKaThl G€3011aCHOCTH H 31€KTPOMArHUTHON COBMECTHMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to
EN 60950-1. Second Edition, CB to IEC 60950-1 Second Edition with all country
deviations, CE Marking, NOM (through partners and distributors), FCC Part 15 Class A,
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EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS CISPR22 Class A, CE,
CNS13438 Class A, MIC, GOST, China EMC Certifications

HaGop nocienoBarenbHplx Kabenei (BXOAHT B KOMILUIEKT [OCTABKH 000opy10BaHUs JUIst
cereBoit akagemuu Cisco) co ClIeAyIOLIMMHU XapaKTepUCTHKAMH:

Kabenb 115t coetuHeHus pa3bémMos Smart Serial ¢ V.35 (Winchester) female pasbémom. -
6 .

Kabenb 1ia coearHenus pasbéMos Smart Serial ¢ V.35 (Winchester) male passémom —
61T.

Moysu [uis OCTeI0BATeIbHbIX COCAMHEHNH B KOMHYCCTBE 6 IT., MOAXOMALIME JUIs
MapIIpyTH3aTOPOB CO CIIEIYIOIIMMH XapaKTePHCTHKAMH:

Moty b Ulsl TIOCIIEI0BATEIBHBIX COEMHEHHH HWIC-2A/S comepxuT ABa mopra THUIA
Smart Serial ¢ moepkKoii ckopocTeit 10 128 KG/C 1A CHHXPOHHBIX JiHUA 1 115,2
KO/c I aCMHXPOHHBIX. MOJyjb IOUICPKABACT CTAaHAAPTBI COCAHHCHHA C DTE/DCE
o6opynosanuem V.35, RS-232, RS-449, RS-530, RS-530A, X.21
TeneKkoMMyHHKAIIMOHHAS CTOKA (LIACCH, CETEBOH QHUIBTP, HCTOYHUKH OecrnepeCoHHOrO
MTUTaHUs])

2 GecrpoBoAHEIX MappyTH3atopa Linksys cepuu EA 2700

IP tenedonsl — 3 1wT.

TTporpaMMHO-anmaparHbie 1111036l 0€30NacHOCTH 2 MIT.

| kommsioTep Juis naGopatopueix 3ansTuii: ¢ OC Microsoft Windows Server, Linux u
CHCTEMAaMH BHUPTYyaJIH3alllHH

MuTepakTuBHAA H0CKA (9KpaH, MapKepHas Jocka) — | wrT.

[Tpoextop — 1 wi.

Crenppl — 3 wT.

SHCKTPOHHBIC Npe3CHTalllu Ha (l)HBHI-HﬁKOHHTCJI@

Macrepekasi «MoOHTaka U HACTPOITKH 00bEKTOB CeTeBOI HHPPACTPYKTYPLI»

KOMHBIOTepr C JIMIEH3HUOHHBIM ITPOTrpaMMHBIM obecrneyeHueM:

14 kommbOTepoB oOyu€arommxcs W 1 KOMIBIOTEp Tperojasaresis (annapaTHoe
obecrieuenue: 2 cereswie ruiathl, nporeccop Coreid, omepaTuBHas NaMATh 00beMOM 8
I'6; HD 500 Gb, oneparmuonnbie cuctembl Windows, UNIX, makeT 0QHCHBIX MPoOrpamm,
naxket CAIIP)

Cepsep B naGopatopuu (annaparHoe obecriedeHue: 2 CETEBblE IUIAThl, 8-X sACPHBIH
mporeccop ¢ yactotoit 3 I'Tw, omepatuBHas mamaTh oObemom 16 I'0, jKecTKHE AHCKH
obmuM obvemom 2 TG, nporpammuoe obecredenue: Windows Server 2012,
JMIEH3MOHHAs AaHTHBMpYCHAs Mporpamma: 3allUTHHK Windows, JHUICH3HOHHAsA
IporpaMma BOCCTAHOBJICHHMs JaHHBIX: Recuva, JHLIEH3HOHHBIC MPOrpamMMbl IO
BupTyamu3anuu: Hyper-V)

TunoBoi cOCTaB Ul MOHTAKa M HAJaJKH KOMIIBIOTEPHOH ceTH: Kabenu pasiInyHOro
THna, 00KMMHON MHCTPYMEHT, KOHHEKTOpEl RJ-45, TecTephbl M Kabesi, Kpocc-HOXKH,
KpOCC-TIaHeJIn

[IpiMep NPOEKTHOM JOKYMEHTALMH JUls 00YUaIOIHMXCs Ha (IIel-HaKomUTe e
JlMueH3HOHHOEe TIporpaMMHoe obecredeHne Ul aIMHHHCTPHPOBAHHS CeTeH M
obecrieueHus ee O€30MACHOCTH:

Wireshark, Network scanner

6 MapupyTu3aTopoB, o0naaomux CJICAYIOLLIMMH XapaKTEPUCTHKAMH!
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03V 256 M6 ¢ BO3MOKHOCTBIO PaCIIMPEHHS

13V 128 M6 ¢ BO3MOKHOCTBIO PaClIMpeHHs

USB nopt: omHoro cranapra USB 1.1

Berpoennbie ceTeble opThl: 2-X Ethernet ckopoCTbio 100 M6/c.

BHyTpeHHUE Pa3bEMbl JUIs YCTAHOBKH JOMOJIHHTEIbHBIX MoOAysiel pactupenus: 2 s
moayneit AIM

PasbiMbl JUT TTOIKITIOUESHHS JIOTIOHUTEBHBIX UHTEpdeiicos: 4; 2 13 HUX 114 MOJy1eH
tuna HWIC, WIC, VIC, VWIC; 111 MoayJiei Tuna WIC, VIC, VWIC; 1 nna moaynei
VIC umu VWIC

Hanuume coTa Ul yCTAHOBKHM AMNapaTHOro MoJyis WHGpOBaHMS M yCKOPCHHA
o6paboTku Tpapuka B VPN coeqnHeHHAX, TIOAICPKHUBAIOIICTO crauaaptsl DES, 3DES,
AES 128, AES 192, AES 256

KOHCOJBHBI TOPT JUIA YIIPAaBIEHHs MapIIpyTH3aTOPOM 4e€pe3 MopT CTanl1apra RS232:
OIMH ¢ MAKCHMAaJTbHOI ckopocTbio 115.2 x6/c¢.

BeTpoeHHOE mporpamMMHoe obecreyeH e MOUIePKUBACT CTaTHHECKYIO M IMHAMHHICCKYIO
MapLIpyTH3aLHIO, OICPKHUBACT IPOTOKOJIbI nuaamuyeckoit mapmpytusaiun RIP, RIP
v2, IGRP, EIGRP, OSPF

MapiipyTi3aTop MOMAEPKHBACT YIPABJICHHE Yepes JIOKaJBHBINA MMOCIIE10BATEIbHbIH
MOPT ¥ yAQIEHHO 1O NpoToKoIy telnet.

OGopy10BaHKe OUICPKUBACT TPOTOKOI OOHAPYKEHUS coceneit CDP

Vimeet cepTiuKaThl GE30MaCHOCTH H 9JIEKTPOMarHHTHOH COBMECTHUMOCTH:

UL 60950, CAN/CSA C22.2 No. 60950, IEC 60950, EN 60950-1, AS/NZS 60950,
EN300386, EN55024/CISPR24, EN50082-1, EN61000-6-2, FCC Part 15, ICES-003
Class A, EN55022 Class A, CISPR22 Class A, AS/NZS 3548 Class A, VCCI Class A,
EN 300386, EN61000-3-3, EN61000-3-2, FIPS 140-2 Certification

6 KOMMYTaTOpPOB, 00J1aJAIOLINX CAEAYIOIIHMH XapaKTepUCTHKAMH:

Kommyrarop ¢ 24 nopramu Ethernet co ckopoctsio 100 M6/c u 2 nopramu Ethernet co
ckopocthio 1000 M6/c

B KOMMyTaTope NpHCyTCTBYeT pasbéM s ceasu ¢ 11K no untepdeiicy RS-232. Kabenb
it COM pasbéma.

CxopocTb kommyTauuu 16Gbps

[13VY 32 M6

O3V 64M6

Maxkcumanbaoe KonngyectBo VLAN 255

Jloctynueie HoMepa VLAN 4000

[TosepKa MpOTOKOJIOB JUIA COBMECTHOTO HCIIOJIb30BAaHUS €MHOTO nHabopa VLAN na
rpyIIe KOMMYTaTOpOB

Pasmep MTU 90006

CKOpOCTH KOMMYTaIlMH JUlsi 64 Gall THBIX MakeToB 6.5% 106 makeToB/c
Pazmep tabmuisl MAC- anpecos: 8000 3amucen
Konuuectso rpymn s IGMP tpaduka ans npotokona [Pv4 255

KonuuectBo MAC- azpecos B 3anucsix st cinyk6b QoS: 128 B 00BMHOM PeXKUME H 384
B pexume QoS

KosmdecTBoO MAC-a/ipecoB B 3alHCsAX KOHTpOJs Aoctyna: 384 B OOBIYHOM pEKUME H
128 B pexxume QoS
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KOMMyTaTop HOJUIEpKUBAET YIPABICHAC 4YEPE3 JIOKAIbHBIH MOCIEI0BATE/IbHBIH MOPT,
yaanénnoe ynpasienue no npotokoiy Telnet, Ssh.

KoMMyTaTop mojuiepkHBaeT NpoTokos o0Hapyxenus coceneit CDP

O6opyaoBaHHe MOJIEPKUBAET CleyIOLIHE CTAH/IAPTHI:

B obnactu npoTOK0JIOB Iepeaavn

IEEE 802.1D Spanning Tree Protocol, IEEE 802.1p CoS Prioritization, [EEE 802.1Q
VLAN, IEEE 802.1s, IEEE 802.1w, IEEE 802.1X, IEEE 802.1ab (LLDP), IEEE
802.3ad, IEEE 802.3af, IEEE 802.3ah (100BASE-X single/multimode fiber only), IEEE
802.3x full duplex on, 10BASE-T, 100BASE-TX, and 1000BASE-T, I[EEE 802.3
10BASE-T specification, IEEE 802.3u 100BASE-TX specification, IEEE 802.3ab
1000BASE-T specification, IEEE 802.3z 1000BASE-X specification, RMON T and II
standards, SNMP v1, v2¢c, and v3

B o6nactu B3auMOneiCcTBHS C JPYTMMH CETEBBIMH YCTPOMCTBAMH, AHArHOCTHKH H
YIANEHHOTO yIIPABIEHUs

RFC 768 — UDP, RFC 783 — TFTP, RFC 791 — IP, RFC 792 — ICMP, RFC 793 —
TCP, RFC 826 — ARP, RFC 854 — Telnet, RFC 951 - Bootstrap Protocol (BOOTP),
RFC 959 — FTP, RFC 1112 - IP Multicast and IGMP, RFC 1157 - SNMP v1, RFC 1166
- IP Addresses. RFC 1256 - Internet Control Message Protocol (ICMP) Router
Discovery, RFC 1305 — NTP, RFC 1492 — TACACS+, RFC 1493 - Bridge MIB, RFC
1542 - BOOTP extensions, RFC 1643 - Ethernet Interface MIB, RFC 1757 — RMON,
RFC 1901 - SNMP v2C, RFC 1902-1907 - SNMP v2, RFC 1981 - Maximum
Transmission Unit (MTU) Path Discovery IPv6, FRC 2068 — HTTP, RFC 2131 —
DHCP, RFC 2138 — RADIUS, RFC 2233 - IF MIB v3, RFC 2373 - [Pv6 Aggregatable
Addrs, RFC 2460 — IPv6, RFC 2461 - IPv6 Neighbor Discovery, RFC 2462 - IPv6
Autoconfiguration, RFC 2463 - ICMP IPv6, RFC 2474 - Differentiated Services
(DiffServ) Precedence, RFC 2597 - Assured Forwarding, RFC 2398 - Expedited
Forwarding, RFC 2571 - SNMP Management, RFC 3046 - DHCP Relay Agent

Information Option

RFC 3376 - IGMP v3, RFC 3580 - 802.1X RADIUS

Unmeet ceprrdukars 6€30MaCHOCTH U 2JIEKTPOMArHUTHON COBMECTUMOCTH:

UL 60950-1, Second Edition, CAN/CSA 22.2 No. 60950-1, Second Edition, TUV/GS to
EN 60950-1, Second Edition, CB to IEC 60950-1 Second Edition with all country
deviations, CE Marking, NOM (through partners and distributors), FCC Part 15 Class A,
EN 55022 Class A (CISPR22), EN 55024 (CISPR24), AS/NZS CISPR22 Class A, CE,
CNS13438 Class A, MIC, GOST, China EMC Certifications

HaGop mocienoBaTenbHbIX KabeaeH (BXOAUT B KOMILICKT MOCTABKH 0o0opy/10BaHuUs ISt
ceTeBoil akageMuu Cisco) O CIeAYIONIMMH XapaKTepUCTHKAMH:

Kabenb 1151 coenpuenns pazbémos Smart Serial ¢ V.35 (Winchester) female passémom. -
6 wrT.

Kabens mu1s coemuenus paspéMos Smart Serial ¢ V.35 (Winchester) male pasbémom — 6
LT.

Moyau Ul ToC/eN0BaTeIbHBIX COSIMHEHHH B KOJMYEeCTBE 6 WIT., MOAXOAALIME A
MaplIpyTH3aTOPOB CO CJIC/IYIOIIMMH XapaKTepUCTHKAMH

Moaynb juis nocienosarenbhbix coenunennit HWIC-2A/S coxepxuT aBa nopra Tuma
Smart Serial ¢ moazep:koit ckopocTei 0 128 kb/c 14 CHHXPOHHBIX JHHHI 1 115,2K0/¢
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18 ACMHXPOHHBIX. Mo/y/b TOLIEpXKHBACT CTaHIApThl COCAMHCHHS C DTE/DCE
obopynosanuem V.35, RS-232, RS-449, RS-530, RS-530A, X.21

—  TenexoMMyHHKALIHOHHAS CTOMKA (LIACCH, CCTEBOH (uabTp, HCTOUHHKH OecrepeOoiHOro
[IATAHUA )

— 2 GecrpoBoaHbIX MapupyTHsaTopa Linksys cepuu EA 2700

— [P renedons — 3 wr.

— IIporpamMMHO-annapaTHeIe LHLTIO3bI 6€30MaCHOCTH - 2 T,

— 1 xommbioTep ulst aGoparoprsix sanstuit: ¢ OC Microsoft Windows Server, Linux u
CHCTEMaMU BUPTyaJIU3allin

— VHTepakTHBHAs JOCKa (3KPaH, MapKepHas J0cka) — 1 mT.

— IIpoextop — 1 wir.

— Crenpap! — 3 wWIT.

—  DNEeKTPOHHBIC NPE3CHTAlMH Ha (JIdLI-HAKOIIUTEIE

Crymus «IIpoeKTHPOBAHHS H AM3aiiHA CETEBBIX APXUTEKTYP H HHKEHEePHOT rpadpuKn»

— ABTOMAaTH3MpOBaHHBIE paboune MecTa Ha 12 obyuaromuxcs ¢ koudurypaumeii: Core 15,
juckpertHas Buaeokapra, SGB O3V, aBa MonuTOpa 23", MBIk, KJIaBHATypa

—  ABTOMATH3HpPOBaHHOE pabouee MECTO MpernojaBarens C KOHQHrypauuen: Core 15,
JHCKpeTHas Bujeokapra, 8GB O3V, nBa MonuTopa 23", MbIIIb, KIaBUATypa

—  CrenuaIu3upoBaHHas 9proHOMHUYHas MeOelb 171 padoThl 33 KOMIIBIOTEPOM

—  OducHsiit MonsbepT (Gaumuapr)

— IlIpoextop — | wrT.

— WHTepakTHBHas J0cKa (3KpaH, MapKepHas jocka) — | mT.

— TlpunTep A3, LBETHOM

— Tlporpammuoe oGecrieueHne o0IIero 1 npoGecCHOHAIBHOIO Ha3HAYCHUA

—  Crenasl — 3 wWT.

—  DIEeKTpOHHBIE MPe3eHTALMN Ha (IIAII-HAKOMHTEe

2. OcHamenue 0a3 NPAKTHK:

Peanuzamust o6pa3oBaTe/ibHOM POrpaMMbl MpeanosaraeT obs3ate/bHylo yuedHyio u
IPOU3BOJCTBEHHYIO IIPAKTHKY.

YueGHast ¥ IPOU3BOACTBEHHAsS MPAKTHKH TPOBOJATCS TpPH OCBOCHHH O0Y4arOIIHMHCH
npodecCHOHANBHBIX KOMIIETEHIINI B paMKax MpodecCHOHAIbHBIX MOYJICH U PEaTN30BBIBAIOTCA
KaK B HECKOJILKO II€PUOJIOB, TAK U PACCPENOTOYEHO, YEPEAYSACH C TCOPETHICCKHMH 3aHATHAMH B
pamkax mpoecCHOHATBHBIX MOLYJICH

YyeGHasi PaKTHKA PEATN3yeTCsl B MACTEPCKHX (1a60pamopusx, cmyousx, Ha nONUOHAX
u op.) TlpomsluuieHHO-3KOHOMMYeckoro kosiemka [TTY B COOTBETCTBHM C HMCIOLIAMCS
000py/I0BaHHEM, HHCTPYMEHTaMM, DACXOIHBIMH MaTepHalaMH, KOTOpPBIC obecrneyuBaroT
BLINOJIHEHHE BCeX BHIOB paboT, onpeenenubix coaepxannem @I'OC CIIO.

[TpoW3BOACTBEHHAs TIPAKTHKA POBOAMTCS HA NMPEANPUATHAX (B OpraHH3alysaX) ropoja u
paifona. O6opyoBaHKe NPEANPHATHII (OpraHU3alki) 1 TeXHOJIOTHYECKOE OCHAIICHHE pabounx
MECT MPOM3BOJACTBEHHONW IPAKTHKM COOTBETCTBYET COAEPIKAHHIO JEATENBHOCTH W JaeT
BO3MOIXKHOCTh 00ydaromemycsi OBiaJeTb MNpodecCHOHATbHBIMU KOMIIETCHIMSAMH [0 BCEM
OCBaMBAEMBIM BHIAM JEATEILHOCTH, MPEJIYCMOTPEHHBIM IIPOrPaMMO# C HCIHOJIB30BAHHEM
COBPEMEHHBIX TEXHOJIOIHH, MaTepHaIOB U 000PY10BaAHHUS.
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6.2. TpeGoBanusi K KAAPOBLIM YCJI0BHAM peaH3aliu 00pa3zoBaTeJbHOIl NPOrpaMMbl

Peammsanus  00pa3oBaTeNbHOM  MPOTrPaMMBI obecrieunBaeTcs  IeJaroruueckuMu
pabOTHUKAMH KOJUIEIDKA, a TAKAKE JULAMH, TPHBJICKACMBIMH K peanusaluu 00pa3oBaTe/lbHOH
MPOrpaMMbl  HA YCIOBHSX TPakIaHCKO-TPABOBOIO J0roBOpa, B TOM YHCIe M3 YHCIA
pykoBouTeleil M pabOTHMKOB OpraHu3aluii, HAmpaBICHHE JCATEILHOCTH KOTOPBIX
COOTBETCTBYET 00JaCTH npodeccHOHATBHON JIEATETILHOCTH 06 Cesasb, uHgopmayuoHHvle U
KOMMYHUKAYUOHNBIC MEeXHOJI02UU, CTakK paboTBl KOTOPBIX B JaHHOMH npodeccruoHanbHOM
obacTH He MeHee 3 JIeT.

KBamudukanus  neaaroruyecKux paOOTHHKOB ~ OTBEYaeT  KBaIM(UKAIMOHHBIM
TpeOOBaHMSIM, YKa3aHHBIM B npodecCHOHAJILHOM CTaHAapTe «[Teparor npodeccHoHaIbHOIO
obyuenusi, MPOPECCHOHATLHOTO o0Opa3zoBaHust M JOIOJHHTEIBHOIO poheCcCHOHATIBHOTO
00pa3oBaHHs», YTBEPKACHHOM IPHKA30M MHHHCTEpCTBA TpyAa M COLMAIBHOW 3aUIMTDI
Poccuiickoii ®exeparuu oT 8 centsiops 2015 . Ne 608H.

[lemaroruueckue pabOTHUKH, TPUBJICKACMblE K  pealH3alii 00pa3oBaTe/IbHOM
MPOrpaMMBI, MOJyHarOT JAONOJHHTEIBHOE npodeccHoHanbHOe 00pa3oBaHHe M0 MporpaMMam
[OBBIIEHHS KBAIH(UKALMH, B TOM 4Hucyie B popMe CTAKMPOBKU B OPraHA3aLiix, HAINpaBJICHUE
JeSTebHOCTH KOTOPBIX COOTBETCTBYET 001acTH npodecCHOHAIBLHOM JeSTEIbHOCTH 06 Ceasb,
uHGOPMAyUOHHbIE U KOMMYHUKAYUOHHbLE MEXHONO2UM, HE PEKE 1 paza B 3 roga ¢ y4eToMm
pacIIMpeHust CIeKTpa MpoQpeccHOHATbHBIX KOMIIETEHLIUH.

Jlofis mefarormueckux pabOTHUKOB (B MPUBEACHHBIX K HEIOHUCICHHEIM 3HAUYCHHAM
CTaBOK), 00€CTIEYHBAIOIINX OCBOSHNE 00YHAOIMMHCS npoheCCHOHATBHBIX MOJYJICH, HMEIOLINX
OIBIT AESTENLHOCTH HE MeHee 3 JIeT B OPraHu3allMsX, HalpaBICHHE NCATCIbHOCTH KOTOPbIX
COOTBETCTBYET obnacTH MNpodecCHOHANBLHON NeATeNbHOCTH 06 Cess3b, uH@opmayuoHHsvie U
KOMMYHUKQYUOHHbIe MEXHONI02UM, B OOIIEM YHCIIE TIEJaroruieckux paGOTHUKOB, PeaH3yIOIMX
06pa3oBaTeNIbHYIO IPOrPaMMy, He MeHee 25 MPOLEHTOB.

6.3. IlpuMepuble pacueTbl HOPMATHBHBIX 3aTPaT OKazaHMs rocy/1apcTBeHHbIX
YCJIYT 10 peanu3aiun 00pa3oBarTe/bHOIl MPOrpamMMel

DUHAHCOBOE OOeCreyYeHne peaau3alui 00pa3oBaTesbHON MPOrpaMMEl OCYIIECTBIIACTCS
B 00BbeMe He HIKe 0a30BBIX HOPMATHBHBIX 3aTpaT Ha OKa3saHHE rocyapCTBEHHON YCIyTH 1O
peajM3alUd  MMEIOUMX  TrOCYJapCTBEHHYIO — AKKpeAMTALMIO nporpamMM  CpeiHero
npodeccuoHanbHOro 00pa3oBaHus 10  CHCHHATLHOCTH 09.02.06 Cemegoe u cucmemHoe
AOMUHUCMPUPOBAHUE C YIETOM KOPPEKTHPYIOIIHX K03 GHIIMEHTOB.

PacyeTbl HOPMATHMBHBIX 3aTpaT OKa3aHHA IOCYJAApCTBEHHBIX yCIyr IO peanu3aluuu
06pa3oBaTeILHON POrPaMMbl OCYIICCTBIIAIOTCA B COOTBETCTBHH € MeToaMKON OIpeae/ICHHS
HOPMATHBHBIX 3aTpaT Ha OKa3aHHe rOCYJapCTBEHHBIX YCIYT MO pealnsalii o6pazoBaTeIbHbIX
IporpamMM CpeiHero npoheccHoHaIbHOro oGpaszoBaHusi N0 MpodeccHsm (crierManbHOCTAM) U
YKPYIMHEHHBIM TpyIIam CrenHaNTLHOCTeH, yTBepkaeHHoH MunoOpHaykn Poccuu 27 Hos0ps
2015 r. Ne ATI-114/18BH.

HopmaTuBHBIe 3aTpaThl Ha OKa3aHHE rocy/apCTBEHHBIX YCIyT B chepe oOpasoBaHus 10
peanu3alEl  00pa3oBATENLHON MPOrpaMMBbl BKIIOHAIOT B ceOs 3arpaTbl Ha OIJATy TpyJAad
nperojiaBatesiell 1 MacTepoB MPOM3BOJCTBEHHOIO oOyueHus ¢ ydeToM obecreyeHHs ypOBHS
cpejHeii 3apabOTHOI IUIATHI NEJaroruyecknX pabOTHHUKOB 32 BBITOIHICMYIO UMK yueOHy1o
(npemnoaaBaTenbekylo) padoTy M ApYyryro paboTy B COOTBETCTBMH C YKa3soM [Tpesunenta
Poccuiickott @emepamu ot 7 wmas 2012 r. Ne 597 «O MeponmpHATHIX M0 pealn3anru
rocyapCTBEHHO COLMAILHOM MOIUTHKIY.
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